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Abstract

Pseudorandomgenerators (PRGs) are used in modern cryptography to trans-
form a small initial value into a long sequenceof seeminglyrandom bits. Many
designsfor PRGs are basedon linear feedback shift registers (LFSRs), which
can be constructed in such a way as to have optimal statistical and periodical
properties.

This thesisdiscussesconstruction principles and cryptanalytic attacks against
LFSR-basedPRGs. After providing a full survey of existing cryptanalytical re-
sults, we intro duce and analyse the dynamic linear consistencytest (DLCT),
a search-tree based method for reconstructing the inner state of a PRG. We
conclude by discussingthe role of the inner state size in PRG design, giving
lower bounds as well as examplesfrom practice that indicate the necessarysize
of a securePRG.





Zusammenfassung

PseudorandomGenerators(PRGs) werdenin der modernenKryptographie ver-
wendet, um einenkleinen Startwert in eine langeFolgescheinbar zufÄalliger Bits
umzuwandeln. Viele DesignsfÄur PRGs basierenauf linear feedback shift regis-
ters (LFSRs), die sogewÄahlt sind, dasssieoptimale statistische und periodische
Eigenschaften besitzen.

Diese Arb eit diskutiert Konstruktionsprinzipien und kryptanalytisc he An-
gri®e gegenLFSR-basierte PRGs. Nachdem wir einen vollstÄandigen ÄUberblick
Äuber existierende kryptanalytisc he Ergebnissegegeben haben, fÄuhren wir den
dynamic linear consistencytest (DLCT) ein und analysierenihn. Der DLCT ist
eine suchbaum-basierte Methode, die den inneren Zustand einesPRGs rekon-
struiert. Wir beschlie¼endie Arb eit mit der Diskussion der erforderlichen Zus-
tandsgrÄo¼efÄur PRGs, geben untere Schranken an und Beispieleaus der Praxis,
die veranschaulichen, welche GrÄo¼esichere PRGs haben mÄussen.
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Chapter 1

In tro duction

1.1 On pseudorandom generators and mo dern
cryptograph y

Cryptograph y: In recent years, cryptography had to deal with an ever in-
creasing number of security issues. While classical cryptography was mainly
concernedwith the making or breaking of secretcodes, the ¯eld has broadened
since the dawn of what is denoted as modern cryptography in the early 1970s.
In addition to the classicalgoal of achieving (or compromising) con¯dentialit y
of communication, many new tasks like data integrit y, messageauthentication,
or non-repudiation have beenadded.1

Nonetheless,providing con¯dentialit y of communication is still a prime goal
in modern cryptography. The increasein computational power of potential at-
tackers endangerswell-researched algorithms like the data encryption standard
(DES [86]) even if they resist the constant tide of new cryptanalytic techniques.
At the sametime, computationally restricted platforms like smart cards, RFID
tags, or sensornodes require encryption algorithms that are more and more
e±cient. The gap in power between the potential attacker and the encryption
deviceis widening, driving forward the search for algorithms that are both more
e±cient and more secure.

Pseudorandom generators: A very e±cient building block for encryption
algorithms is a pseudorandomgenerator. Such a devicetransforms a short initial
value into a long stream of random-looking output bits. If the generator is to be
usedin a cryptographic setting, it should be impossiblefor anyonenot knowing
the initial value to tell for a given output sequencewhether it was produced
by the generator or not. Given such a cryptographically sound pseudorandom
generator, a secure encryption algorithm can be constructed using standard
techniques.

1For a more complete list of cryptographic goals, seep. 3 of [86].

1



2 CHAPTER 1. INTR ODUCTION

Traditionally , pseudorandomgeneratorsare deployed in cryptographic hard-
ware like mobile phones, pay-tv decoders, or radio equipment. In particular,
many pseudorandomgenerators based on linear feedback shift registers (LF-
SRs) have been proposed over the years that are optimised for e±ciency in
hardware, making them particularly good choicesfor most of the computation-
ally restricted platforms mentioned above. In a setting where the advanced
encryption standard (AES, [28]) is too bulky and even the hardware-e±cient
tiny encryption algorithm (TEA, [120, 121]) requires too many gates, pseudo-
random generatorscan solve the encryption problem in a very cost-e®ective way
[106].

Surprisingly, this demand is not met by a matching supply. Most pseudo-
random generators that have been used or published in the past have known
weaknesses.Examples for designswith such problems include (but are not lim-
ited to) the A5/1 generator usedin the GSM mobile phone standard [133], the
E0 generator from the Bluetooth standard [108], or the well-known RC4 algo-
rithm deployed in a multitude of applications like the TLS/SSL standard for
secureinternet communication [75]. Even the European NESSIE competition
had to turn down all prospective candidatesfor a pseudorandomgeneratorstan-
dard due to a variety of security reasons[91]. Thus, designof e±cient and secure
pseudorandomgeneratorsremains an ongoing challengeand an important ¯eld
in cryptographic research up to the present day.

1.2 On thesis structure and contributions

Con ten ts: This thesis discussesthe designand deployment of pseudorandom
generatorsfor cryptographic purposes.To this end, it is necessaryto delve into
cryptanalysis, which is the activit y of searching for security weaknessesof cryp-
tographic algorithms. The underlying goal of cryptanalysis is not destructive,
but constructive: Only by improving the understanding of possibleproblems, it
is possible to proposenew design criteria for cryptographic systems(see,e.g.,
[74]). To this end, the thesis is organisedas follows:

² Part I de¯nes the general framework of the thesis and intro ducesimpor-
tant notions and concepts, including those informally mentioned in this
intro duction.

² Part I I surveys the state of the art in cryptanalysis of pseudorandom
generators. It describesboth techniquesagainstunknown designs(chapter
4) and against generatorswhosespeci¯cations are known (chapters 5-6),
giving examplesand resourceestimates.

² Part I I I discussesbacktracking attacks, a particular cryptanalytic tech-
nique applicable against LFSR-based pseudorandom generators. After
intro ducing the basic method in chapter 7, its potential is demonstrated
against the self-shrinking generator (chapter 8), and an upper bound on
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the running time is provenand experimentally veri¯ed. A variant of the at-
tack is successfullyapplied against a whole classof clock-controlled LFSR-
basedgeneratorsin chapter 9 and again, an upper bound on the security
of such generatorsis proven mathematically and con¯rmed in a trial im-
plementation.

² Part IV analysesthe necessaryinner state sizefor pseudorandomgenera-
tors to be deployed in encryption algorithms. After intro ducing the nec-
essaryterminology in chapter 10, the inner state size is formally de¯ned
and its advantages and disadvantages are highlighted in chapter 11. In
particular, lower bounds on the necessarysizeare obtained. While prov-
ing a formal upper bound is beyond the current state of cryptographic
research, a survey of ¯elded pseudorandomgeneratorsis given in chapter
12, leading to the conclusion that in practice, inner state sizesvery close
to the theoretical lower bounds should be obtainable.

Publications: The contents of this thesis are basedon a number of publica-
tions by the author, as follows:

² Parts I and I I extend the survey on cryptanalytic techniques provided in
[129].

² Chapter 8 of part I I I is based on the attack against the self-shrinking
generator published in [132].

² Chapter 9 of part I I I on the e±ciency of the clock control guessingattack
was ¯rst discussedin [128].

² Part IV extends the considerationsmade in [130, 131] on the role of the
inner state in stream cipher design.

1.3 On notation

The reader is expected to be familiar with the basic terms and notations both
from theoretical and practical computer science. Beyond that, the following
mathematical notations will be usedthroughout the thesis:

² By \i® ", we denote \if and only if ".

² [n] := f 1; : : : ; ng for n 2 N+ .

² If f : S ! S is a function over a range S and x 2 S, then f i is de¯ned
recursively for i 2 N+ by f 1(x) := f (x) and f i (x) := f (f i ¡ 1(x)).

² log(x) := log2(x), i.e., logarithms are always to the base2 unlessindicated
otherwise.
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² Let D be a probabilit y distribution over the set S. Then x 2 D S means
that x is drawn from S according to distribution D . A short notation for
this is x Ã D. With D(x), we denote the probabilit y for x to be drawn
under distribution D .



Part I

Preliminaries
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Chapter 2

Securit y Mo del

2.1 Shannon's mo del

Basic setting: The most basic task of cryptography is encryption. The set-
ting was captured by Shannon in [110] as a modi¯cation of his well-known
communication model, proposedin [109]. Consider two entities, named sender
and receiver, who want to transmit an arbitrary messageat an arbitrary point
in time in complete privacy. There are two communication channelsavailable:

² The secret channel is completely con¯dential. No information that is
transmitted using this channel can be observed by a third party. However,
the secret channel has the disadvantage of being available only at ¯xed
points in time (e.g., when senderand receiver meet in person).

² The public channel can be observed by any interested third party. Thus,
all information transmitted using this channel can be consideredpublic.
As opposedto the secret channel, the public channel is available at any
time.

It is obvious that a con¯dential messagecannot besent acrossthe secretchannel,
since it might not be available at the desired time. Nor can it be sent across
the public channel, since it can be observed by third parties.

Encryption schemes: The useof an encryption scheme(or cipher) is the tra-
ditional solution to the above problem. Such a schemeconsistsof the following
components:

1. A set M of messages, a set C of ciphertexts and a set K of keys.

2. A pair of functions E : K £ M ! Cand D : K £ C ! M , being computable
by e±cient algorithms and satisfying the following property:

D (k; E (k; m)) = m 8m 2 M ; k 2 K (2.1)

7



8 CHAPTER 2. SECURITY MODEL

E is denoted as encryption function and D as decryption function. Note
that in order to meet condition (2.1), E (k; ¢) has to be a bijective function
and D(k; ¢) its inversefor all k 2 K.

In a ¯rst step, senderand receiver agreeon such an encryption scheme,using the
public channel. They alsoexchangea key k 2 K, using the secretchannel. Note
that from now on, the knowledgeabout the key is all that distinguishesa legit-
imate senderand receiver from an arbitrary third party (Kerckho®s' principle
[66]).

Now senderand receiver are prepared to communicate privately as follows.
Given a messagem 2 M , the senderencrypts m under the key k by calculating
c = E(k; m). The ciphertext c is then transmitted using the public channel.
On the receiver's side, decryption is performed by converting c back into m =
D(k; c), thus yielding the original message.

Sender Receiver

c

k

DE
public channel

secret channel

m

k k

m

Figure 2.1: Shannon'smodel

The processof encryption, transmission and decryption is depicted in ¯gure
2.1. Note that all information on white background is visible to all interested
parties, while information on gray background is only available to the senderor
receiver, respectively. In particular, a casualobserver is aware of the functions
E and D and of the ciphertext c. In some cases,he may be able to derive
information about the messagem or the key k from this data (e.g., if E (k; ¢)
is the identical permutation). Informally , such an encryption will be called
\insecure". However, in order to ¯nd \secure" encryption functions, an informal
notion is not enough. Instead, a more preciseconcept of security is required.

2.2 Notions of securit y

In order to gain an understanding of security, it is necessaryto intro duce a
malign third party that has accessto all public information in the above model
and tries to derivesomeof the secretinformation from it. Such a third party will
be denoted as an attacker, the algorithm employed by him as an attack. Once
the attacker is de¯ned, the notion of security is derived in a straightforward
way: A system is secureif the attacker is unable to achieve his goal.

By de¯nition, the attacker knows the encryption and decryption functions E
and D. He alsohasaccessto all information transmitted over the public channel.
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He cannot, however, do anything but listen to the communication channel and
do his own computations. In particular, hemust not remove, changeor add data
on the public communication channel. Thus, he is called a passive attacker.

Several di®erent de¯nitions for attackers are possible. The most important
oneswill be brie°y reviewed, roughly following a classi¯cation given by Rueppel
in [102, 103]. In order to describe an attacker, the following questionsmust be
answered:

1. Type of attack:

² Ciphertext-only attack: the attacker knows only the ciphertext c.

² Known plaintext attack: the attacker knows c and part of the corre-
sponding messagem.

² Chosen plaintext attack: the attacker knows the ciphertext c. In
addition, he can choose some messagesm i and obtains the corre-
sponding ciphertexts ci .

2. Computational resources:How many computations can he conduct, and
how much memory spaceis available to him?

3. Notion of success:When is he successful?Is it su±cient to ¯nd out that
a single messagecandidate m is more likely than others? Doeshe have to
¯nd a unique decryption m for the ciphertext c? Or is he required to ¯nd
the key k that was used?

2.2.1 Perfect securit y (information-theoretic mo del)

De¯nition: This model was also proposedby Shannonin [110] and considers
an all-powerful attacker.

1. Type of attack: Ciphertext-only. In addition, the attacker has complete
accessto the probabilit y distributions of the messagesand keys.

2. Computational resources:He has unlimited computational power.

3. Notion of success:He is already consideredsuccessfulif, after reading a
ciphertext c, the conditional probabilities p(mjc) for the messagesdi®er
from the known probabilities p(m).

Discussion: It is not possibleto break a perfectly secureencryption scheme
without extending Shannon'smodel by giving the attacker additional capabili-
ties. Furthermore, it can be shown that perfectly secureencryption exists (see
section3.1 for an example). However, a cipher canonly be perfectly secureif the
key length is not smaller than the entropy of the messagethat is to beencrypted.
Also, the key must never be re-used. Considering that modern applications in-
clude the encryption of multimedia web pages,phonecalls or online videoswith
enormousdata rates, the infeasibility of managing keys of appropriate length
becomesobvious.
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2.2.2 Asymptotic securit y (complexit y-theoretic mo del)

De¯nition: This model was initiated by a work of Goldwasserand Micali [42]
and usesconceptsfrom complexity theory. For an intro duction to this ¯eld of
research, refer to [41].

1. Type of attack: Known plaintext or chosenplaintext.

2. Computational resources:The attacker is limited to \feasible operations"
in an asymptotic sense. Given a security parameter ¸ (often the key
length), the computational resourcesavailable to the attacker are upper
bounded by a function in O(p(¸ )), with p being a polynomial.

3. Notion of success:He is successfulif he can distinguish the encryption
function E(k; ¢) from a truly random function with signi¯cant probabilit y.
Again, \signi¯can t" is de¯ned in an asymptotic sense,i.e., the success
probabilit y must be lower bounded by a function in ­(1 =q(¸ )), for some
polynomial q.

Discussion: In cryptography, asymptotic analysis can be misleading. Recall
that an asymptotical lower bound only guaranteesthat functions in ­( g(¸ )) are
lower bounded by c ¢g(¸ ) for some positive c as ¸ approaches in¯nit y. This
implicit assumption, however, does not always hold for realistic values of ¸ ,
which tend to be rather small1. Thus, an encryption scheme that is securein
an asymptotic senseneednot be securefor practical valuesof ¸ .

Another frequent misconceptionabout the asymptotic approach is its claim
of providing \pro vable security". In most cases,the security of a scheme is
proven under the assumption that its building blocks are secure. In this way,
the problem of proving the security is not solved, but only transferred to smaller
entities. What would be neededin the end is an exponential lower bound on
the complexity of a simple computational problem. The task of ¯nding such a
lower bound, however, is related (but not identical) to the well-known question
of whether or not P 6= N P holds, and remains equally unsolved down to the
present day.

2.2.3 Empirical securit y (system-theoretic mo del)

De¯nition: For the given reasons,neither of the ¯rst two approaches is very
in°uential in practical cipher design. Instead, a rather vaguede¯nition is used
as follows.

1. Type of attack: Known plaintext or chosenplaintext.

2. Computational resources:The attacker's computational resourcesare lim-
ited to the best system that money can buy, plus somesecurity margin.

3. Notion of success:He is successfulif he can obtain any information about
the messagem that he did not have previously.

1Often, ¸ denotes the key length, ranging from 40 to 256 for practical systems.
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Discussion: The vaguede¯nition of the attacker's capabilities in the empirical
model implies two problems: It is not known what capabilities the best realistic
attacker might have. And, worse yet, algorithm theory does not provide us
with the tools to give precise(i.e., non-asymptotic) resourceestimates. Thus,
the security of an encryption schemecan never be proven in the empirical model
- it can only (for particularly bad schemes)be disproven by implementing and
demonstrating a working attack.

Knowing that black-or-white answers are usually not possible,research has
to ¯ll the shadesof gray in between. To this end, all known attacks that are
expected to be more e±cient than full search over the key spacehave to be
considered,and running time estimateshave to be given (e.g., using asymptotics
or doing trial runs on a weakenedscheme). In this way, potential threats to the
security of the systemcan be identi¯ed, even though di®erent experts may end
up with di®ering opinions on whether the cipher is actually secureor not.

Concluding, users can never be sure that an empirically securescheme is
actually unbreakable. There is always the possibiliy that an attack existsbut has
not beendiscoveredyet, or worse: hasbeenkept secret. Nonetheless,trust in the
security of an encryption schemewill increaseover time. Again, a comparison
with complexity theory seemsappropriate. In N P-hardnesstheory, con¯dence
in the hardnessof N P-completeproblems is gained from yearsof trying to ¯nd
polynomial time algorithms. Similarly, in the empirical model, con¯dence in a
cipher is gained from yearsof trying to break it.

Given such con¯dence in known algorithms, however, the security of new
cryptographic schemescan be speci¯ed more readily. If the design and proof
techniques proposed by Bellare and Rogaway [6, 5] are used, the minimum
resourcesrequired to break the new scheme can be speci¯ed exactly as long
as the minimum resourcesto break the underlying scheme are known from
experience.

2.3 A ttac ker mo del

As could be seen from the discussionsin the preceding section, all security
modelscombine advantageswith drawbacks. Their usefulnessdi®ers,depending
on the application context. Sinceour purposeis to present and discussa number
of attack techniquesagainst practical encryption schemes,the suitabilit y of the
security models can be assessedas follows:

² Information-theoretic model: All practical schemeshavea limited key size.
On the other hand, they must be able to encrypt long messages.Thus,
they can never be perfectly secure.

² Complexity-theoretic model: For most existing ciphers,asymptotical secu-
rit y can neither be proven nor disproven. The model is more suited for the
designof new ciphers2. On the other hand, most encryption schemesde-

2The same holds for Bellare's and Rogaway's extension to the system-theoretical model or
other, more recent notions of security lik e the bounded storage model by Maurer [78].
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signedunder this paradigm have rather ine±cient encryption algorithms,
making them unsuitable for practical use.

² System-theoretic model: Even though this model is completely unsatis-
factory from a theoretical point of view, it seemsto be the only suitable
way of analysingencryption schemesthat are already in existence. In fact,
all widely usedciphers (lik e DES [92], IDEA [72] or AES [93]) have been
evaluated in this way, and even systemsdesignedunder the complexity-
theoretical paradigm tend to usebuilding blocks whosesecurity has been
analysedsolely under this model. Thus, it seemsreasonableto choosethe
empirical approach on security for our purposes.

Thus, our considerationsin this thesis will assumea system-theoretical notion
of security. Since this notion is rather vague in its general form, we will use a
special instance of an attacker, as follows.

T yp e of attac k: The attacker can mount known-plaintext attacks. This
means that the attacker knows the ciphertext c and part of the correspond-
ing messagem. Note that such an attacker is stronger than an attacker who is
limited to ciphertext-only attacks, increasingthe probabilit y of ¯nding security
problems.

Computational resources: We assumethe attacker to operate on a uniform
computational model, likea Turing machine or a Random-accessmachine, whose
computational behaviour is similiar to that of a programmable microprocessor.
He is able to conduct all computational operations that run faster than a full
search over the key space. Similarly, he is limited to a memory spacethat is
smaller than what would be necessaryin order to save all keys.

As a ¯rst indication, the computational requirements of an attack are given
in asymptotical form. However, in order to avoid the pitfalls of asymptotics
(lik e hidden large factors), all attacks are also implemented. Running time or
memory spaceestimateswill be given basedon experimental data for small key
lengths.

Notion of success: Given the ciphertext c and a pieceof the message,there
are two possiblegoals for the attacker:

1. Finding the set M 0 µ M of all messagecandidates. A messagem0 2 M
is a messagecandidate if it matches the known pieceand if 9k 2 K such
that E(k; m0) = c.

2. Finding the set K0 µ K of all key candidates. A key candidate k0 is de¯ned
via

k0 2 K0 , 9m0 2 M 0 : E (k0; m0) = c

Note that the secondgoal is more ambitious. Once K 0 is known, it is possible
to reconstruct M 0 by calculating m0 = D(k0; c) for all k0 2 K0. On the other
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hand, deriving the set of key candidates from the set of messagecandidates is
usually not feasible.
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Chapter 3

Pseudorandom Generators

3.1 One-time pad and pseudorandom generators

One-time pad (OTP): In [118], G. Vernam intro duced a simple encryption
algorithm. Let m; c;k 2 f 0; 1gn , then the encryption function is E(k; m) = k©m
and the corresponding decryption function is D(k; c) = k © c. Here, © denotes
the bitwise xor of its operands.

It can be proven [110] that this encryption schemeis indeedperfectly secure
if a random key is available that is never re-usedfor a secondencryption (thus
the name one-time pad). This implies, however, that the key must be as long
as the messageto be encrypted. As mentioned in section 2.2, managing keysof
appropriate size is usually not feasible.

Pseudorandom generator (PR G): A pseudorandomgenerator is a func-
tion G : f 0; 1gl ! f 0; 1g¤ that expands a short seed into a bit sequenceof
arbitrary length. In order to be of cryptographic interest, G has to be com-
putable by an e±cient algorithm. In practice, it is implemented by a ¯nite
state machine with output, as displayed in ¯gure 3.1. The components of such
a generator are (see,e.g., [100]):

1. An inner state Si 2 f 0; 1gl ,

2. an update function f : f 0; 1gl ! f 0; 1gl that modi¯es the inner state
betweentwo outputs, and

3. an output function g : f 0; 1gv ! f 0; 1g, v · l , that computes the next
output bit from (part of) the current inner state.

Note that the seedvalue S0 and the relation Si = f (Si ¡ 1) form a recurrence,
de¯ning the sequenceof all inner states that the generator assumesover time.
Also note that the generatorcan assumeat most 2l di®erent inner states, yield-
ing an upper bound on the least period of 2l .

15
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Figure 3.1: PseudorandomGenerator

Deplo ymen t of PR G: Given a PRG G, a seedvalueS0 canbe expandedinto
an output stream z = G(k) of arbitrary length. This allows us to construct a
pseudo-OTP, usingan encryption function E(k; m) = z©m and a corresponding
decryption function D(k; m) = z © c, as described in ¯gure 3.2.

G G

ReceiverSender

k k

z z

m c m
i i

i ii

Figure 3.2: Deployment of PseudorandomGenerator

Note that in general, the seedS0 must not be confused with the key k.
In practice, S0 is generatedfrom k (and possibly someadditional information)
by some initialisation function. Thus, overall security depends both on this
initialisation function and on G. More details on the transformation of k into
S0 will be given in chapters 10 to 12.

For the moment, however, hold in mind that for cryptographic systems,
every component should be as strong as possible(cf., e.g., [33]), independently
of the other building blocks. Thus, when considering the security of the PRG,
the existenceof an initialisation function can be ignored, assuminginstead that
the seed is equal to the key, i.e., S0 = k 2 f 0; 1gl . For this reason, in the
next sections, the terms \seed" and \k ey" will be used synonymously when
consideringthe security of a PRG.

Securit y of a pseudorandom generator: In cryptography, a pseudoran-
dom generator G is securei® a pseudo-OTP using G is secure.
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Remember that the attacker can mount known-plaintext attacks, meaning
that he knows the ciphertext c = c1; : : : ; cn and somemessagebits m i 1 ; : : : ; m i s ,
where f i 1; : : : ; i sg ½ [n]. Note that this is equivalent to giving the attacker the
corresponding output bits zi 1 ; : : : ; zi s right away.

Successis de¯ned as the abilit y to ¯nd either the set of messagecandidates
or the set of key candidates.

1. Finding the set M 0 of consistent messagesis equivalent to ¯nding the set
Z 0 of consistent output streams,which is de¯ned as follows:

z0 2 Z 0 , z0
i = zi 8i 2 f i 1; : : : ; i sg and 9k0 2 K : G(k0) = z0

Such an attack is sometimesdenotedasprediction attack, sinceits goal is
to predict the unknown output bits.

2. If ¯nding the set K 0 of consistent keys is possible,it can be reconstructed
from zi 1 ; : : : ; zi s directly. Thus, the set K 0 of consistent keyscan be rede-
¯ned by

k0 2 K0 , Gi (k0) = zi 8i 2 f i 1; : : : ; i sg ,

whereGi (k) denotesthe i -th output bit of generatorG under key k. This
attack is also denoted as key reconstruction attack.

3.2 Linear feedback shift registers

Sequences from linear recurrences: Remember that the sequenceof inner
states (S0; S1; : : :) is de¯ned recursively via S0 = k; Si = f (Si ¡ 1). It would be
desireableto choosef such that the least period of the sequence(S0; S1; : : :) is
2l , i.e., S2l = S0 and Sj 6= S0 for 0 < j < 2l .

A classof recursionsthat is particularly well understood are linear recursions.
A linear recursion is de¯ned by a matrix M via

Si = M ¢Si ¡ 1:

Note that no linear recursion can iterate through all 2l possiblestates, sincefor
all M , it holds that M ¢~0 = ~0, where ~0 is the all-zero vector. On the other
hand, if the seed~0 is disallowed, it is possible to construct linear recurrences
that iterate through all of the remaining 2l ¡ 1 inner states.

Linear feedbac k shift registers (LFSRs): Let Si = (si
0; : : : ; si

l ¡ 1) for ar-
bitrary i ¸ 1. Consider a special kind of linear recursion, as de¯ned by the
following matrix operation:
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A more intuitiv e description of the recursion is as follows:

si
j =

8
<

:

si ¡ 1
j +1 if 0 · j < l ¡ 1

P l ¡ 1
k=0 ak si ¡ 1

k if j = l ¡ 1

This meansthat the bits of the inner state are shifted to the left, as displayed
in ¯gure 3.3, with the leftmost bit being discardedand the rightmost bit being
replacedby a linear combination of the previous inner state bits. Computation
of n output bits takesO(l ¢n) computational stepsand is easily parallelised in
hardware. The overall construction is denoted as linear feedback shift register
(LFSR).

a. 0 a. l-1a. 1 a. 2 a. l-2

0s s s s s1 2 l-2 l-1

Figure 3.3: Linear Feedback Shift Register

LFSRs and m-sequences: Linear feedback shift registersaremathematically
well understood. In particular, the feedback vector (a0; a1; : : : ; al ¡ 1) can be
chosenin such a way that the sequence(S0; S1; : : :) iterates through all 2l ¡ 1
possibleinner states1. This makesmaximum period LFSRs good building blocks
for pseudorandomgenerators.

Consider the immediate use of such an LFSR as pseudorandomgenerator,
creating the output sequencevia zi = g(Si ) := si

k for a ¯xed k; 0 · k · l ¡ 1. It
can be shown that the resulting sequencesatis¯es Golomb's criteria [56], which
are de¯ned as follows:

² The output sequencehas the sameperiod as the inner states, i.e., 2l ¡ 1.

² Fix an arbitra y integer r , 1 · r · l , and considera full period of output
bits. Then every bit pattern of length r occurs exactly 2l ¡ r times, with
the exception of 0r , which occurs 2l ¡ r ¡ 1 times. The sequenceis said to
have ideal statistics.

² Consider one full period of the output sequenceand shift it cyclically by
r positions, 1 · r < 2l ¡ 1. Then the Hamming distance between the
original sequenceand its shifted versionsis 2l ¡ 1 ¡ 1 for all shifts r .

A sequencemeeting the above requirements is sometimesdenoted as maximal
sequenceor m-sequence, and the generating LFSR is called m-LFSR.

1For a proof and further details on LFSRs, cf. [56].
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Cryptographic limitations: Notwithstanding the good statistical proper-
ties, m-sequencesdo not make good output streams. Note that the dependency
betweenthe output bits and the inner state S0 can be modelled by a systemof
linear equations, implying the following attacks:

² If the attacker knows the feedback vector (a0; : : : ; al ¡ 1), hecanreconstruct
the seedS0 from l arbitrary output bits by solving a system of linear
equations. This can be done in O(l3) computational steps (compared to
O(l2) steps for the generation of l bits) and is feasible for any realistic
parameter l .

² If the feedback vector is unknown, the seedS0 can be reconstructedgiven
2l consecutive output bits, solving a system of 2l linear equations. Thus,
this attack requires O(l3) computational steps too, being slower than the
attack with known feedback only by a small constant factor.

Concluding, m-LFSRs can be a useful building block for PRG, but somefurther
work is required to prevent attacks that make useof the inherent linearit y.

3.3 In tro ducing nonlinearit y

If the update function of a PRG is modelled by an m-LFSR, nonlinearity has to
be intro duced into the output stream. In cryptographic literature and practice,
there are a number of standard techniques that can be used to transform an
m-sequenceinto a highly nonlinear output sequence.Note that all techniques
presented below can be combined in the construction of a PRG.

Nonlinear ¯ltering: The most obvious construction uses an m-LFSR to
model the update function f , i.e., f (S) = M ¢S for an LFSR-type matrix
M . In this case,the only possibility to intro duce nonlinearity into the output
stream is the useof a nonlinear output function g. Such a generator is denoted
as ¯ltering generator [103].

Nonlinear combination: A similar approach is the use of two or more m-
LFSRs with pairwise di®ering lengths and feedback vectors. In this design, the
output function g usespart of the inner statesof all LFSRs in order to generate
the output. Such a generator is called combination generator [103].

Nonlinear up date: Filtering and combination generators have strictly lin-
ear inner states; nonlinearity is intro duced using the output function g. It is,
however, alsopossibleto add nonlinearity to the inner stateswithout sacri¯cing
the advantages of m-LFSRs. In this case,memory is partitioned in l1 linear
and l2 nonlinear bits, with l1 + l2 = l. There are two update functions, where
f 1 : f 0; 1gl 1 ! f 0; 1gl 1 is an LFSR-type matrix, while f 2 : f 0; 1gl ! f 0; 1gl 2 is
a suitably chosennonlinear function. Note that in order for the output stream
to be nonlinear, the output function must use at least some of the nonlinear
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bits. For historical reasons,PRG of this type are denoted as generatorswith
memory.

Irregular clo cking: Another method of intro ducing nonlinearity directly into
the inner state is irregular clocking. For such generators, the inner state Si is
segmented into several substatesSi; 1; : : : ; Si;q , e.g., by considering each LFSR
as a separatesubstate. Each substate has its own update function f 1; : : : ; f q.
A clock control function c : f 0; 1gl ! Zq determines how often each update
function is applied beforethe next valid inner state is reached, i.e., for c(Si ¡ 1) =
(c1; : : : ; cq), the next inner state is determined by

Si = (f 1
c1 (Si ¡ 1;1); : : : ; f q

cq (Si ¡ 1;q))

Note that in some cases,cj may be negative. Surprisingly, even very simple
designswith irregular clocking (e.g., with q = 2) lead to strongly nonlinear
inner state recurrences,making this technique a powerful tool in PRG design.
The general classof PRG using irregular clocking is denoted as clock control
generators.
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Surv ey of Existing A ttac ks

21





Chapter 4

Generic A ttac ks

4.1 In tro duction

Tw o-step securit y analysis: In chapter 2, the attacker wasde¯ned asoper-
ating in the empirical security model. In order to provide security against such
an attacker, the designerof a pseudorandomgeneratorhas to provide two kinds
of analysis:

1. In a ¯rst step, the security of the generator against previously known
attacks hasto be tested. In order to do so, the designerhas to be aware of
known attack techniques against pseudorandomgenerators. Only if none
of these techniques can be applied successfullyto the new generator, the
secondphaseis entered.

2. In the secondphase, the designerhas to search for new attacks against
his speci¯c generator. Since this task is much more di±cult than the
application of existing attacks, the designeris well advisedto get the help
of asmany experts ashe can ¯nd. This is true even if the designerhimself
is an expert, simply becausefour eyesseemore than two.

Note that the diligent and successfulcompletion of both analysis phasesdoes
not provide a security guarantee. Resistanceagainst attacks both old and new
is a necessary, but not a su±cient criterion for security.

Generic vs. speci¯c attac ks: The ¯rst part of this thesis will provide a
survey of existing attack techniques against pseudorandomgenerators. In this
context, we distinguish two broad classesof attacks:

² Generic attacks are applicable even if the attacker doesnot know the de-
sign of the generator. Most genericattacks date back to the beginningsof
public cryptographic research, and for many years, the security of pseu-
dorandom generatorswasmeasuredagainst them. Genericattacks will be
discussedin the current chapter.

23
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² In contrast, in order to apply speci¯c attacks, the attacker has to know
the internal structure of the generator. Speci¯c attacks are more recent
than the generic ones, and some of them can only be directed against
certain classesof generators. They will be discussedin chapters 5 to
6. Furthermore, the novel attack techniques presented in part I I I of this
thesis fall into this category as well.

4.2 Statistical testing

First and foremost, the attacker must not be able to observe any regularities in
the output stream. If this was the case,he could predict additional bits of the
output sequence,yielding a prediction attack. For this reason, it must not be
possible to tell the output stream apart from a truly random sequence.This
concept is formalised by the notion of statistical hypothesis testing.

Hyp othesis testing: Let z 2 f 0; 1gs be a bitstring that is either random
(hypothesisH0) or pseudo-random(hypothesisH 1). Further, let X : f 0; 1gs !
R be a random variable that can be e±ciently computed from z. Then denote
the probabilit y distribution of X (z) by D 0 if z was drawn according to H 0, and
by D1 otherwise.

Given an observation x for the random variable X (z), the attacker's goal is
to decidewhether x was drawn according to distribution D 0 or D1. Note that
this is only possible if the distributions D 0 and D1 di®er. This di®erenceis
measuredby the statistical distance betweenD 0 and D1, which can be de¯ned
as

jD0 ¡ D1j =
X

x

jD0(x) ¡ D1(x)j .

The larger the statistical distanceis, the weaker is the pseudorandomgenerator.
For a distinguishing attack, a decision rule R : R ! f 0; 1g is used to decide
whether a given x was drawn according to D 0 or D1. The quality of such a
decisionrule is measuredby the advantage

adv(R) =
1
2

¯
¯
¯
¯ Pr
x Ã D 0

(R(x) = 0) ¡ Pr
x Ã D 1

(R(x) = 0)

¯
¯
¯
¯ .

The decision rule that achieves the greatest advantage is the maximum likeli-
hood rule, which outputs 0 i® D 0(x) > D1(x). The advantage achieved by this
rule is 1

4 ¢jD1 ¡ D2j. Note, however, that the distributions D 0(x) and D1(x)
must be known in order to implement this rule, which is not always the case.

Sample randomness tests: A statistical test is a combination of a suitable
random variable and decision rule, where both must be e±ciently computable.
Several statistical tests have been proposed that should be passedby every
pseudorandomgenerator. As an example, the following tests due to Beker and
Piper [4] formed the basis for the FIPS 140-2 statistical tests of randomness
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[94], until the speci¯cation of concrete test procedureswas removed from the
standard in december 2002.

² Poker test: For valuesm ¿ s, a random bitstring is expected to contain
all possiblebit patterns i of length m equally often. Let k := b s

m c and
divide the bitstring z into k non-overlapping parts of length m. If the
number of occurrencesof i is denoted by si , the random variable

X =
2m

k

0

@
(1 ::1)X

i =(0 ::0)

s2
i

1

A ¡ k ,

follows a Â2 distribution 1 with 2m ¡ 1 degreesof freedom for random
sequences.

A special caseis m = 1, which tests whether the number of zeroesroughly
equals the number of onesin the sequence.With m = 1 and k = s, the
random variable simpli¯es to

X =
(s0 ¡ s1)2

s

and follows a Â2 distribution with 1 degreeof freedom. This caseis also
known as frequency test or monobit test.

² Runs test: A run is a maximum-length substring that consists only of
zeroes (gap) or ones(block). Denote by Gi and B i the number of gaps
and blocks of length i , respectively. Then for k ¿ s and 1 · i · k, a
random sequenceshould have the property that Gi and B i should be close
to the expected value, which is ei = (s ¡ i + 3)=2i +2 . Thus, the random
variable

X =
kX

i =1

(B i ¡ ei )2

ei
+

kX

i =1

(Gi ¡ ei )2

ei

should follow a Â2 distribution with 2k ¡ 2 degreesof freedomfor random
bitstrings.

² Auto correlation test: A random sequenceshould bear no similarit y to its
shifted versions. For a given shift d, 1 · d · bn

2 c, this is measuredby the
hamming distance

Dd =
s¡ d¡ 1X

i =0

zi © zi + d .

For random bitstrings, Dd is ( s¡ d
2 ; s¡ d

4 ) normal distributed, implying that

X = 2
µ

Dd ¡
s ¡ d

2

¶
=
p

s ¡ d

follows a standard normal distribution.
1Details on the Â2 distribution and its usefor testing purp osescan be found in any textb ook

on statistics.
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Other tests have been proposed by Golomb [56], Beker and Piper [4], Knuth
[68], Maurer [77], and many others. Again, remember from section4.1 that such
tests are necessary, but by no meanssu±cient criteria for good pseudorandom
sequences.

4.3 Perio d and linear complexit y

Remember that a pseudorandomgeneratoris a ¯nite state machine with at most
2l inner states. Thus, an output sequencegeneratedby such a generator must
becomecyclic after at most 2l output bits. As a consequence,the more signif-
icant bits of the sequencecan be modelled as a function of the lesssigni¯cant
bits by a suitable recurrencerelation.

Let R be a recurrence relation with x i = R(x i ¡ 1; : : : ; x i ¡ k ). Then k is
denoted as the length of R. If an output stream can be described by such a
relation and if the attacker hasat least k consecutive output bits at his disposal,
he can easily predict the full output sequence.In the following, two particularly
simple typesof recurrenceswill be discussed.

Perio d: Consider an in¯nite bitstream z = (z0; z1; : : :). If there exist values
½;µ 2 N such that zi = zi + ½ for all i ¸ µ, the sequenceis said to be ½-periodic
with pre-period µ. The smallest value ½for which z is ½-periodic is called the
least period or simply period of z.

Since pseudorandomgeneratorshave at most 2l inner states, it holds that
µ+ ½· 2l . Sincefor all i ¸ µ+ ½, the attacker can usethe recurrencezi = zi ¡ ½

to predict additional bits of the output stream, it is paramount that at most
µ+ ½output bits are generatedwith the samekey. Thus, all sequencesgenerated
by a pseudorandomgenerator should have large periods.

Linear complexit y In somecases,the periodic part of the sequencez can
be described by a linear recurrencerelation R such that k < ½. The length k
of the shortest such linear recurrence is denoted as linear complexity 2 LC(z).
Put another way, the linear complexity is the length of the smallest LFSR that
generatesthe sequencez. Note that the period recurrence itself is a linear
recurrence,such that LC(z) · ½.

There exists an e±cient algorithm by Berlekamp and Massey[76] that con-
structs the shortest linear recurrencedescribing z. Since this algorithm needs
only 2 ¢LC(z) output bits and takes only O(LC(z)2) computational steps, an
attacker can easily simulate an output sequencewith a low linear complexity by
a linear relation. Thus, high linear complexity is a necessaryrequirement for all
sequencesgeneratedby a pseudorandomgenerator.

2Sometimes also the term linear equivalence is used.



Chapter 5

Speci¯c A ttac ks

5.1 Tw o sample generators

As discussedin section 4, in order to apply a speci¯c attack to a generator,
its inner workings have to be known. This, however, does not mean that the
wheelhas to be re-invented for every generator. A number of attack techniques
are known that can be used against classesof PRGs, implying that resistance
against such attacks is a minimal requirement for any such generator.

In order to illustrate the workings of theseattacks, two simplepseudorandom
generatorswill be consideredin the next two chapters: The Ge®egeneratorand
the f 1; 2g-clocked generator. For both generators, the underlying LFSRs can
be chosensuch that resistanceagainst the genericattacks presented in chapter
4 is provided.

Throughout the descriptions, LFSRs are denoted by capital letters. The
length of LFSR X is denoted as lX , and the output sequencegeneratedby X
is x = (x0; x1; : : :).

Ge®e generator: The Ge®egeneratorwasintro ducedin [40]. It is a nonlinear
combination generator, as discussedin subsection3.3. It consistsof three m-
LFSRsA; B and C, producing m-sequencesa, band c. Output bit zi is generated
using the Boolean function

zi = (ci ^ ai ) _ (ci ^ bi )

= ci ¢ai © ci ¢bi © bi .

This meansthat zi = ai if ci = 1, and zi = bi otherwise. Thus, ci is denoted as
control bit and registerC ascontrol register. For an illustration of the generator,
see¯gure 5.1.

f 1; 2g-clo cked generator: This generator is a special caseof the basicclock-
controlled shift register arrangement proposedby Gollmann and Chambers in
[55]. It consistsof two m-LFSRs A and C, whereC is called the control register

27
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a

if c  =1

output a

else

output b
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LFSR C

LFSR B

Figure 5.1: Ge®eGenerator

of the arrangement. If ci = 0, register A is clocked by one step; otherwise, A
is clocked by two steps. Thus, the generator is sometimesnamed step1-step2
generator. The output is taken directly from register A, meaningthat zi = as( i ) ,
wheres(i ) =

P i
k=0 (ck + 1) = (

P i
k=0 ck ) + i + 1. An alternativ e description is as

follows: Given the inner bitstream a and a pointer to the last usedbit, the next
output bit zi is obtained by deleting ci bits from a and using the next available
bit as output. An illustration of the generator is given in ¯gure 5.2.

delete c  bits 
a

c

z

LFSR C

LFSR A

i

i
i

s

Figure 5.2: f 1; 2g-Clocked Generator

5.2 Guessing attac ks

Brute force search: In the context of pseudorandomgenerators, a brute
force search is conductedby guessingall l bit of the inner state. For each of his
guesses,the attacker runs the generator to generatel output bits and compares
the result with the known output stream. If they di®er in at least one bit, the
guessis discarded as being wrong. Otherwise, the guessis added to the set of
key candidates. For a generator that passesthe standard statistical tests (see
section 4.2), the number of false guessesin this set should be close to zero if
the number of output bits available to the attacker is large enough. If there
exists more than one key candidate, the correct one is determined by running
the generator to decrypt all the message.

Remember from section 2.3 that the attacker is not able to conduct a com-
plete brute force attack. Thus, valid attacks in our security model must use
strictly less computational steps than are necessaryto run the generator 2l

times. One option for such an attack is as follows: The attacker conducts a
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brute force attack over part of the inner state, tries to derive as much informa-
tion as possible,and carries on. The following are examplesfor such attacks.

Guess-and-v erify: First, the attacker guessesl0 < l bit of the inner state. If
it is possibleto e±ciently discard a fraction q of these guessesas being wrong
(0 < q < 1), the attacker is left with only (1¡ q)¢2l 0

candidate partial guesses.If
for each such candidate, he doesa completesearch over the remaining l ¡ l 0 bit,
he endsup with a total running time of 2l 0

+ (1 ¡ q) ¢2l 0
¢2l ¡ l 0

= 2l 0
+ (1 ¡ q) ¢2l

computational steps. If q > 2l 0¡ l , the computational e®ort for this attack is
strictly less than 2l . To illustrate, consider the following attack on the Ge®e
generator:

² Ge®egenerator: The attacker guessesthe inner states of registers A and
B . Thus, hecanconstruct the completesequencesa and b. Whenever ai =
bi 6= zi for a given index i , he has identi¯ed a wrong guess.Given enough
output stream (slightly more than 4¢(lA + lB ) bit), hecanuniquely identify
the correct seedfor A and B amongst the guesses.It only remains to do
a brute force search over C, yielding a total running time of 2l A + l B + 2l C .
If lA = lB = lC = l=3, the attack takesroughly 22l =3 computational steps.

Guess-and-determine: Here, too, the attacker guessesl 0 < l bit of the seed.
Instead of verifying directly, however, he tries to construct additional parts of
the inner state from the output stream. Only after doing so, the brute force
search is completed by guessingthe missing part of the seed. If on the average,
the attacker derives m bit from the output stream, this attack takes roughly
2l 0

¢2l ¡ l 0¡ m = 2l ¡ m computational steps. As an example, consider the Ge®e
and f 1; 2g-clocked generators:

² Ge®egenerator: The attacker guessesthe complete inner state of register
C. Now, however, he does know which output bit zi stems from which
registerA or B . As long asthesebits arepart of the seed,the attacker does
not have to guessthis part anymore. Assuming that lA = lB = lC = l=3,
the attacker obtains an average of l=3 output bits that can be written
directly into registersA and B . Thus, the overall work e®ortof the attack
is only 2l ¡ l =3 = 22l =3.

² f 1; 2g-clocked generator: Here, too, the attacker guessesthe complete
inner state of register C. In this way, for each bit zi , he can determine
the corresponding position k in the inner bitstream a = (a0; a1; : : :). Note
that on the average,2 out of 3 seedbits of register A can be read from the
output stream. Thus, the attacker hasa total e®ortof 2l ¡ 2l A =3 guesses.If
lA = lC = l=2, this yields a computational e®ort of 22l =3 generator runs.

Linear consistency test The linear consistencytest (LCT) wasproposedby
Zeng, Yang and Rao [125]. It can be consideredas a combination of the above
guessingattacks, making useof the linearit y of the inner bitstreams. To carry
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out the test, the attacker guessesl0 < l bit of the inner state in such a way that
the relationship betweenthe remaining bits and the output bits can be modelled
by a systemof linear equations. If this systemis contradictory , the initial guess
is discarded. If it hasmaximum rank, it canbesolved, yielding the unknown bits
of the key candidate. On the other hand, if somelinear equations are linearly
dependendon the others, it is usually possibleto construct additional equations
until the system has full rank and can be solved. Remembering that solving a
system of linear equations in n unknowns requires O(n3) computational steps
using Gauss' elimination algorithm, it follows that the running time of this
attack is in O(2l 0

¢(l ¡ l0)3). For illustration, consider the following examples:

² Ge®egenerator: As in the caseof a guess-and-determineattack, the at-
tacker guessesthe full inner state of register C. Thus, for each output
bit zi , he knows whether it stems from the inner bitstream a or b. In a
¯rst step, consider lA output bits that stem from register A, i.e., ai = zi .
Now note that each bit ai can be written as linear combination of the
initial state (a0; : : : ; al A ¡ 1), yielding one linear equation. Given slightly
more than lA such output bits, the resulting systemof equations is either
contradictory or has full rank with high probabilit y. Thus, the attacker
can either discard his guessfor C, or he can construct the complete inner
state of register A. In a secondstep, he proceedsanalogouslyfor register
B . Thus, the overall running time of the attack is in O(( lA

3 + lB
3) ¢2l C ).

² f 1; 2g-clocked generator: Analogously, the attacker guessesthe full inner
state of register C. For each output bit zi , this yields an index j such
that zi = aj . Again, if all aj are seenas linear combinations of the initial
state (a0; : : : ; al A ¡ 1), slightly more than lA output bits should su±ce to
construct a system of linear equations that is either contradictory or can
be solved uniquely. The running time of this attack is in O(lA

3 ¢2l C ).

A more detailed description and important extensionsof the linear consistency
test will be given in chapter 7.

5.3 Algebraic attac ks

Preliminaries: While the linear consistencytest useslinear equations to re-
construct the seedof a pseudorandomgenerator,algebraicattacks usenonlinear
equations. A nonlinear equation in x1; : : : ; x l is of the form

nM

i =1

M i = c ,

wherec 2 f 0; 1g is a constant, n is a positive integer and the M i are monomials
of the form

M i =
lY

j =1

x j
c( i;j ) , c(i; j ) 2 f 0; 1g .
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The degreedi of a monomial M i is de¯ned as di =
P l

j =1 c(i; j ). The degreeof
an equation is the maximum over all monomial degreesdi in the equation. Anal-
ogously, the degreeof a systemof equations is the maximum over all monomial
degreesin the equation system.

In principle, nonlinear equations can be used to describe each output bit
as a nonlinear combination of the generator's seed. There are, however, two
problems associated with this approach:

² While a linear equation in variables x1; : : : ; x l can have at most l mono-
mials, a nonlinear equation of degreed has up to

Nd :=
dX

k=1

µ
l
k

¶
2 O(ld)

monomials. In the worst case,for d = l, up to 2l monomials can occur in
one single equation. Thus, working with nonlinear equations can only be
e±cient if the number of monomials in each equations is not too large.

² Evenworse,solving systemsof nonlinear equationsis known to beNP-hard
[39]. Thus, no algorithm that e±ciently solves all systemsof nonlinear
equations exists under the current state of research in computer science.
On the other hand, ¯nding such a universalalgorithm is not the attacker's
goal anyway. In our model, he is successfulif he can solve a signi¯cant
part of the systemsof equations that occur in this special context.

The linearisation technique: Assume that the attacker has a system of
nonlinear equations at his disposal, where each equation describes the depen-
dency between one output bit and the corresponding seedbits. He could try
to solve this system by linearisation, replacing each nonlinear monomial by a
singledummy variable. In this way, he endsup with a systemof linear equations
which can be solved using standard techniques like the Gaussian eliminiation
algorithm. Finally, the dummy variables have to be replaced by the original
monomials again, in the hope that a unique solution (or at least a small set of
solution candidates) can be identi¯ed.

Note that during linearisation, the number of variables in the system of
equations increasesdramatically. Thus, the attacker needsup to Nd linearly
independent linearised equations, i.e., the number of required output bits can
be very large. At the sametime, the attacker is throwing away valuable infor-
mation contained in the monomials of high degree. For an example, consider
the information loss when replacing the nonlinear equation x1x2x3x4 = 1 by
the linearised equation M 1 = 1.

The extension technique: An important improvement over mere linearisa-
tion is the extension technique proposedby Kipnis and Shamir [67]. Given a
system of nonlinear equations, the attacker constructs additional equations by
multiplying the existing oneswith monomials of small degree. If the degreeof
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the resulting equation is not greater than a speci¯ed threshold, the equation is
added to the system of equations. In this way, a nonlinear system with a lot of
redundant information is generated.

In a secondstep, the extendedsystemof equationsis linearisedasdescribed
above. This time, however, the attacker hasa lot more equationsat his disposal,
reducing the number of output bits required. Still, for the attack to work, the
original system of equations has to be over-speci¯ed. In [25], some evidence
(though no formal proof) is given that the attack requires more than l output
bits, but that the number of additional bits is small.

Sample attac k: Remember that for the Ge®egenerator, an output bit zi can
be described by the nonlinear equation

zi = ci ¢ai © ci ¢bi © bi . (5.1)

Thus, each output bit contributes one equation of degree2 to the system of
equations. If the conjecture by Kipnis and Shamir is correct, it would su±ce
to collect slightly more than N2 = l 2 + l

2 output bits in order to build a solv-
able system of equations of this basic type. Using the Gaussian elimination
algorithm, the computational e®ort for such an attack would be in the order of
O(N2

3) = O(l6), yielding a polynomial time attack on the Ge®egenerator.
However, using the extension technique, the number of output bits required

can be reduced even further. As an example, multiplying equation (5.1) with
ci , ai ¢bi , and ci ¢ai (resp.) yields the new equations

0 = ci ¢ai © zi ¢ci ,

0 = ai ¢bi © zi ¢ai ¢bi ,

0 = ci ¢ai © zi ¢ci ¢ai ,

all of which also have degree 2 once zi is replaced by a bit value from the
output stream. Now, each output bit contributes 4 equations to the system of
equations,reducing the overall number of known output bits neededto perform
the attack.

Concluding remarks: The attack presented above is the most simple form
of algebraic attack. It is sometimesdenoted as XL attack, from its components
eXtension and Linearisation. Note, however, that more e±cient variations exist,
although it seemshard to ¯nd preciseestimates for the required running time
or output bits.

All aspects of algebraic attacks are currently a very active ¯eld of research.
Research topics include how to ¯nd nonlinear equations of low degree,how to
solve theseequationsase±ciently aspossible,how to estimate the resourcesre-
quired by the algorithms, how to apply algebraicattacks against speci¯c ciphers,
and others.
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5.4 BDD attac ks

General idea: In [71], an attack technique basedon binary decisiondiagrams
(BDDs) was presented. A BDD is a graph-basedrepresentation of a Boolean
function, as described, e.g., in [119]. In particular, the attack usesso-called
free BDDs (or FBDDs), which have the special property that representations of
two functions F1 and F2 are e±ciently mergedto F1 ^ F2.1 Another important
property is that given an FBDD representation of a function, all satisfying
assignments to its input variables can be e±ciently constructed.

In a BDD attack, the goal is to reconstruct the output of the LFSRs, denoted
as the internal bitstream y. This bitstream has to meet two kinds of conditions:

1. It has to be a correct output of the LFSRs, i.e., all linear dependencies
betweenthe internal bits must be met.

2. It must lead to the correct output stream, given the nonlinearity mecha-
nism (clock control, nonlinear ¯ltering etc.) for the generator considered.

Note that each linear dependency and each output bit de¯nes one Boolean
function F such that F (y) = 1 i® y meetsthe condition. In a BDD attack, each
condition is represented by an FBDD. TheseFBDDs are subsequently merged
to represent one single function whose variables are the bits of the internal
bitstream and which outputs 1 for all candidate bitstreams that are consistent
with the linear recurrencesand the output bits. If the number of output bits
is large enough,the number of satisfying assignments to this FBDD gets small,
and sodoesits size. Now the satisfying candidatescan be e±ciently constructed
from the FBDD, and given thesebits of the internal bitstream, the attacker also
obtains the initial states of the LFSRs, as discussedin section 3.2.

Performance issues: The performance of the BDD attack depends on the
nonlinearity mechanism used. Given the internal bitstream, the information
rate ® is the information (in bit) that one bit of a randomly chosen output
stream givesabout the internal bitstream. Then the running time and memory
requirements of a BDD attack can be estimated to be in O(2

1¡ ®
1+ ® l ). For the

samplegenerators,this implies the following:

² Ge®egenerator: The information rate is ® = 1=3. Thus, running time

and memory required are in O
³

2
2= 3
4= 3 ¢l

´
= O(20:5¢l ).

² f 1; 2g-clocked generator: The information rate is ® = 2=5. Consequently ,

the resourcesrequired can be estimated to be in O
³

2
3= 5
7= 5 ¢l

´
= O(20:43¢l ).

1Note, however, that as with all representation of a Boolean function in n variables, an
FBDD can have a size of up to 2n . Merging is only e±cien t in the size of the representations
for F1 and F2 .
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Note that the resource estimate is asymptotical and that only an upper
bound is provided. However, experimental results by Schleer [107] and Stege-
mann [115] indicate that both running time and memory required for an imple-
mentation of the attack are indeed very closeto the theoretical estimate.

5.5 Time-Memory-Data tradeo®s

By de¯nition in section 2.3, the attacker is not able to conduct a brute force
search over the key space. He may, however, attempt a search over a small
part of the key space,hoping that the produced output string is observed in
the known output stream. As long as the available output stream is small (say,
little more than l bit), his probabilit y of successis negligibly small. The picture
changes,though, if a su±ciently long string of output bits is available. In this
case, the attacker can make use of a time-memory-data tradeo® attack, with
the probabilit y of ¯nding a pre-computed value amongst the observed output
stream being closeto one.

The birthda y problem: Such collision-basedattack techniques are surpris-
ingly successfulnot only in PRG cryptanalysis, but also in attacking other
cryptographic primitiv es like block ciphers or hash functions.2 The mathemat-
ical reasonfor this successlies in a number of results from probabilit y theory
that have beentermed birthday problem. The cryptographically most relevant
instancesof the birthday problem are de¯ned as follows:

1. Collision within one set: Let an urn contain M balls numbered 1 to M .
One ball is drawn at a time, with replacement, the number is written
down. What is the expected number N of draws until the ¯rst collision
occurs, i.e., the sameball is drawn for the secondtime?

2. Collisions between two sets: Let an urn contain M balls numbered 1 to
M . First, a set of N1 balls is drawn without replacement, the numbersare
written down. Then the balls are placed back into the urn. Now balls are
drawn, with replacement, and the number is comparedto the numbers of
the list. What is the expectednumber N2 of draws beforea collision with
the list occurs?

Sinceexact collision probabilities for the birthday problem aredi±cult to handle
in practice, asymptotic estimatesare being usedfor cryptographic purposes.In
the caseof a collision within one set, the expected number of necessarydraws
can be approximated as N ¼

p
M for large valuesof M . For collisions between

two sets, the estimate N2 ¼ M =N1 is used.

Basic Time-Memory tradeo® attac k: In the precomputation phase, the
attacker selectsN1 di®erent keysat random, and for each key computesthe ¯rst

2For de¯nitions, see,e.g., [86].
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l output bits produced by the generator. The resulting tupel of output string
and key is saved in a hash table, indexed by the output string. During realtime
phase, the attacker is given N2 + l ¡ 1 bits of generator output. From this,
he generatesN2 overlapping output strings of length l . Each string is looked
up in the hash table, and if a match is found, the corresponding key can be
read directly from the table. Note that if N1 ¢N2 > 2l , the attacker is likely to
succeedusing this method.

The computational e®ort during precomputation is determined by running
the generator N1 times and storing 2l ¢N1 bits in a hash table. In the realtime
phase, an expected N2 table lookups generate the main bulk of work. Thus,
the overall e®ort is roughly N1 + N2 computational steps. In the best case,
N1 ¼ N2 ¼ 2l =2, allowing the attacker to break the system in roughly 2l =2+1

computational steps,using 2l ¢2l =2 bits of memory.

Impro vements: In the basic time-memory tradeo® attack, both time and
memory requirements for the pre-computation phaseare in the order of N2. In
practice, however, computation time is considerablycheaper than memory. This
problem is solvedby the time-memory-data tradeo®[11], which allows for a more
sophisticatedchoiceof the attack parameters. Using this technique, the param-
eters T (realtime computation time), P (pre-processingcomputation time), D
(number of known output bits), and M (number of memory bits available) can
be chosenin any way, as long as the conditions P = 2l =D, D 2 · T · 2l , and
TM 2D 2 = 22l are satis¯ed.

As another problem arising in practice, realtime computation time is deter-
mined by the number of table lookups. Sincethe table of samplesis very large,
it must be stored on hard disk, and disk accessis slower than RAM accessby
a factor of about 4 million (or 222). While in theory, this constant factor is
often neglected, it slows down a practical attack considerably. A solution to
this problem is sampling, where only states that generatecertain output pat-
terns are stored on disk [11]. As a consequence,only those output strings that
display this pattern have to be looked up, keeping the overall computational
time constant, but reducing the number of disk accesses.
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Chapter 6

Correlation A ttac ks

6.1 Basic correlation attac k

Considerthe Ge®egeneratoror any other PRG basedon a number of LFSRs and
a nonlinear combining function g. While g must be balancedfor all generators
that passthe statistical tests given in section4.2, there is a more subtle danger.
For somechoicesof g, a correlation betweenan input bit a and the corresponding
output bit z can be observed. As an example, consider the combining function

g(a;b;c) = (c ^ a) _ (c ^ b)

of the Ge®egenerator. While the output is balanced, the probabilit y that
z = g(a;b;c) = a is 3=4.

An analogy to coding theory: For any combination generator and any
input bit a to the combining function g, the relation betweena and output bit
z can be modelled in a coding theoretic setting asa noisy channel,1 asshown in
¯gure 6.1. Each output bit z can be seenas a noisy version of the input bit a,

a

e

z

Figure 6.1: A noisy channel

i.e., z can be modelled as z = a © e for somenoisebit e with Pr(e = 1) =: pe.
Let z0; z1; : : : ; zn ¡ 1 (n > l) be the known output bits. It is known that the
corresponding vector (a0; a1; : : : ; an ¡ 1) wasgeneratedby an LFSR of length lA .

1For an intro duction to the theory of linear codes, seeany textb ook on coding theory , e.g.,
[96],[117].

37
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Thus, (a0; a1; : : : ; an ¡ 1) can be consideredas a codeword in a linear code, with
lA information bits and n ¡ lA checking bits. The problem of reconstructing the
contents of register A is equivalent to ¯nding the codeword (a0; a1; : : : ; an ¡ 1)
with the least Hamming distance to the known output word (z0; z1; : : : ; zn ¡ 1).

However, the general problem of reconstructing the nearest codeword in
an arbitrary linear code is NP-hard [7]. In coding theory, this problem was
solved by deliberately choosing linear codes in such a way that decoding is
easy. A surprising consequencewas that when the dualit y of coding theory
and cryptanalysis was discovered by Siegenthaler in 1984[111, 112], no generic
algorithms for the decoding of arbitrary linear codes were known. Ever since,
cryptographers have developed algorithms for the decoding problem, enabling
increasingly powerful correlation attacks.

Siegenthaler's attac k: The ¯rst algorithm for correlation attacks was pro-
posedby Siegenthaler [112]. Considera combining function g and input variable
a such that pe := Pr(a 6= z) < 1=2. Given output bits z0; : : : ; zn ¡ 1, the attacker
proceedsas follows. He guessesthe complete contents of register A and gener-
atesn bits of internal bitstream a0; : : : ; an ¡ 1. Then, he computesthe Hamming
distance

Da =
n ¡ 1X

i =0

(ai © zi ) ,

where© denotesbitwiseaddition over GF(2), while the overall sum is computed
over the integers.

Note that the distribution of D a di®ers,depending on whether the guessfor
A is correct or not. If the guesswas right, D a is binomially distributed with
expected value ¹ = n ¢pe and variance ¾2 = n ¢pe ¢(1 ¡ pe). If it was wrong,
however, the vector (a0; : : : ; an ¡ 1) behaves like a random n-bit string, leading
to ¹ = n=2 and ¾2 = n=4.

Thesedi®ering distributions yield a statistical test on our guessfor A. De-
pending on the values for n and pe, the attacker will set a threshold D 0 such
that a guessfor A is acceptedas a partial key candidate if D a > D 0. Note that
the distinguishing power of this test increaseswith growing n and jpe ¡ 1=2j. In
the best case,exactly one candidate guessfor A will be derived, immediately
yielding the correct contents of register A. Otherwise, several candidate guesses
remain, making additional tests necessaryin order to identify the correct one.
Nonetheless,if n and jpe ¡ 1=2j are large enough,the number of stepsrequired
to retrieve the contents of register A do not signi¯cantly di®er from 2l A .

Observe that Siegenthaler's technique is a variant of a guess-and-verify at-
tack, asdescribed in section5.2. However, in the caseof the Ge®egenerator, the
overall running time of a correlation attack is only 2l A + 2l B + 2l C (as opposed
to 2l A + l B + 2l C stepsthat are required for the simple attack presented in section
5.2). This advantage is obtained at the expenseof a small probabilit y of error
which can not occur with a guess-and-verify attack.
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Extensions and limitations: The above attack technique can be extended
to correlations betweenthe output z and linear combinations of input bits x ( i ) .
If the generator consistsof k LFSRs X (1) ; : : : ; X (k ) and there exists an index
set I ½ [k] such that

Pr

Ã
M

i 2 I

x ( i ) 6= z

!

<
1
2

, (6.1)

then the attacker can guessthe initial states of all registers X ( i ) with i 2 I .
Next, he generatesthe ¯rst n bits generatedby each such register and calculates
x j =

L
i 2 I x ( i )

j for j = 0; : : : ; n ¡ 1. Computing the Hamming distancebetween
(x0; : : : ; xn ¡ 1) and (z0; : : : ; zn ¡ 1), the attack proceedsasabove. Note, however,
that the computational e®ort for this phase has gone up to 2¸ steps, where
¸ =

P
i 2 I lX ( i ) .

An obvious protection against correlation attacks that guessat most r reg-
isters (1 · r < k) is the choice of a combining function g that is correlation-
immune of r -th order, i.e., no set I ½ [k] with jI j · r exists that meetscondition
(6.1). It is known, however, that a high correlation-immunit y leadsto a low lin-
ear complexity, and vice versa [104]. Thus, all practical combining generators
with an acceptablelinear complexity will be vulnerable against correlation at-
tacks to someextend.

6.2 Fast correlation attac ks

Underlying idea: Consider again the caseof a combination generator where
the output ai of a single register A is correlated with the output zi of the gen-
erator. The attack proposed by Siegenthaler basically requires a brute force
search over all possibleinitial statesof register A, yielding an e®ortof 2jA j com-
putational steps. In [81, 82], Meier and Sta®elbach proposedto use techniques
from coding theory [38] in order to speedup the reconstruction of register A.

First observe that each bit of the vector a = (a0; a1; : : : ; an ¡ 1) produced by
A is part of a number of linear relations. For example, if the simple feedback
recurrenceai = ai ¡ l A © ai ¡ l A +1 is used, each bit ak is contained in the three
relations

ak = ak ¡ l a © ak ¡ l a +1

ak+ l A = ak © ak+1

ak+ l A ¡ 1 = ak ¡ 1 © ak .

Additional linear relations canbeconstructed, for exampleby addition of known
ones. Note that the number of such relations grows in n, but that most of them
will contain a large number of di®erent variables.

Now remember that the output vector z = (z0; zi ; : : : ; zn ¡ 1) can be seen
as the intermediate vector a = (a0; a1; : : : ; an ¡ 1), masked by an error vector
e = (e0; e1; : : : ; en ¡ 1) with Pr(ei = 1) < 1=2. The basic observation is as
follows: If e = ~0, then z = a and z meets all linear relations that are ful¯lled
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for a. If only one bit ek = 1 in e, all equationscontaining zk are contradictory ,
while all others are satis¯ed. But even if the Hamming weight of e increases,
somelinear relations in the zi will be ful¯lled. As a rule of thumb, zk = ak holds
for a given k if the shareof satis¯ed relations amongst those that contain zk is
large. On the other hand, we expect zk 6= ak if the share of satis¯ed relations
is small. This simple observation can be used for a variety of reconstruction
algorithms for the inner state of A.

An exp onential time algorithm: Note that in order to reconstruct a, it
is su±cient to reconstruct lA bits of a. The remaining bits can be computed
using systemsof linear equations. A simple algorithm proposedby Meier and
Sta®elbach [81, 82] proceedsas follows:

1. Construct a referenceset of linear relations in the zi of equal Hamming
weight.

2. For each zi , i = 0; : : : ; n ¡ 1, compute the probabilit y p¤ that this bit is
correct, given the number of linear relations it satis¯es.

3. ChooselA bits for a referenceguessâ by picking thosezi with the highest
valuesp¤.

4. Find the correct guessby modifying â by 1; 2; : : : bit and constructing the
full vector a. Compute the Hamming distance between a and z. If this
distance is closeto the expected value, output a and stop.

The averagerunning time of this algorithm is determined by step 4, which takes
about

Nd =
dX

i =0

µ
lA
d

¶

trials, with d being the expected number of wrong digits in the referenceguess
â. Since this value is clearly smaller than lA , reconstructing register A takes
2c¢l A stepswith c < 1.

A polynomial time algorithm: A number of improvements over the above
algorithm are possible. In particular, note that when correcting the guessâ in
step 4, all bits are treated equal. However, it may be assumedthat those bits
that satisfy a large number of equationsare more likely to be correct than those
that satisfy lessequations. Thus, a variant algorithm also proposedby Meier
and Sta®elbach [81, 82] proceedsas follows:

1. Construct a referenceset of linear relations in the zi of equal Hamming
weight.

2. For each zi , i = 0; : : : ; n ¡ 1, compute the probabilit y p¤ that this bit is
correct, given the number of linear relations it satis¯es.
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3. Negate those bits zi whoseprobabilit y p¤ is under a certain threshold. If
the resulting vector z doesnot satisfy all relations, go back to step 2.

Note that this description is a simpli¯ed versionof the full algorithm. Nonethe-
less,in all casesthe running time for step 1 is linear in the length of the registers.
Step 2 and 3 are even independent of the register length, instead, the running
time is determined by the Hamming weight of the linear relations used,by the
error probabilit y Pr(ei = 1) and by the number n of output bits available. While
no closedmathematical expressionfor the running time could be found, it was
observed that for relations of small weight (up to 8), the attack was extremely
fast in practice. As a consequence,the use of LFSRs with a small number of
feedback taps is strongly discouraged.

Impro vements: Following the publication of [82], a number of improvements
have beenproposed. Thesecan be subdivided into two categories:

² In step 1 of the above algorithm, linear relations of low degreehave to
be found. The e±ciency of steps2 and 3 can be increasedif more care is
spent on this preprocessingstep. Proposalson how to ¯nd more or better
linear relations were given, e.g., by Mihaljevi ¶c and Goli¶c [89], Chepyzhov
and Smeets[18], and Penzhorn [95].

² In addition, the iterativ e decoding procedurein step 2 and 3 wasimproved
by several proposals,such asthe algorithms givenby Zenget al. [124, 126],
Mihaljevi ¶c and Goli¶c [89], Chepyzhov and Smeets[18] or ·Zivkovi¶c [135].
As opposedto the original algorithm, many of theseproposalsalsocontain
a proof of their convergence.

However, all of these proposalsare e±cient only if the feedback vectors of the
LFSRs under consideration have low weight. This limitation was done away
with by a set of completely di®erent algorithms to be discovered in subsequent
years. Johanssonand JÄonssonuseconvolutional codes[62, 64], turb o codes[61]
or algorithms from learning theory [63] in order to reconstruct the inner state.
Canteaut and Trabbia [16] proposedan algorithm to construct linear relations
of low weight for arbitrary feedback vectors. Chepyzhov, Johanssonand Smeets
[17] approximate the LFSR output by a linear code of smaller dimension, but
with higher error probabilit y. A similar approach is chosenby Filiol [34], who
proposesa d-decimating attack, considering only every d-th output bit of the
LFSR.

Depending on the combination generator considered,the above attack tech-
niques can be of varying e±ciency. For the majorit y of generators, however,
the most e±cient algorithm to date is a combination of several of the above
concepts,as proposedby Mihaljevi ¶c, Fossorierand Imai [87, 88] and improved
by Chose,Joux and Mitton [19].
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6.3 Correlation attac ks and memory

Correlation imm unit y: The e±ciency of correlation attacks makesit neces-
sary to harden combination generatorsagainst such attacks. The most obvious
solution is to choose the combining function g in such a way that no correla-
tions betweenthe output and a linear combination of a small number of internal
bits exist. More formally, a function g : f 0; 1gk ! f 0; 1g with input vector
x = (x (1) ; : : : ; x (k ) ) is said to be correlation immune of k'-th order if no linear
combination L of up to k0 < k variablesexists such that Pr(L (x) = g(x)) 6= 1=2.
The following tradeo®s,however, make it di±cult to strengthen the generator
in this way:

² It was shown by Siegenthaler, Xiao and Massey in [111, 122] that an
increasein correlation immunit y leads to a decreasein linear complexity,
and vice versa. Thus, a highly correlation immune combination generator
can be attacked using the Berlekamp-Massey-algorithm(seesection 4.3).

² Let f L i j 1 · i · 2k g be the set of linear functions in up to k variables.
The correlation coe±cient betweeng and L i is de¯ned as ci = 2 ¢pi ¡ 1,
with pi = Pr(L i (x) = g(x)). It was proven by Meier and Sta®elbach [83]
that

2k
X

i =1

ci
2 = 1 . (6.2)

This meansthat if g hashigh correlation immunit y (i.e., g is not correlated
to any linear function in few variables), it is at the same time strongly
correlated to linear functions with a higher number of variables. Thus, by
choosing the optimal algorithm, a correlation attack is always possible.

Impro ved correlation imm unit y from nonlinear memory: In order to
destroy the dependency between correlation immunit y and linear complexity,
Rueppel [101] intro duced the generator with (nonlinear) memory. As described
in section 3.3, the memory of such a generator consistsof two parts: While the
majorit y is made up of LFSRs, somebits are updated by a nonlinear function
f 2. It was shown that for a good choice of f 2, such a function can achieve
maximum correlation immunit y while at the sametime having maximum linear
complexity.

However, it was proven by Meier, Sta®elbach, and Goli¶c in [84, 43, 45] that
for such a generator, too, a tradeo® similar to (6.2) can be found. This time,
however, several consecutive input bits from each register have to be considered,
increasing the number of variables in the linear approximation function L . As
a consequence,correlation attacks against combiners with memory are indeed
lesse±cient, but not entirely impossibleas was hoped for originally.
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6.4 Correlation attac ks and clock control

A new notion of correlation: Instead of using nonlinear memory, some
LFSR-basedgeneratorsuse nonlinear clocking, i.e., someor all LFSRs are ir-
regularly clocked, depending on the internal state of the generator. Note that
this way, the attacker cannot seewhich internal bit x i contributes to which out-
put bit zj . Thus, measuring the Hamming distance between (x1; : : : ; xn ) and
(z1; : : : ; zn ) becomesmeaningless,and correlation attacks in the above senseare
no longer applicable.

However, other measuresof correlation can be used. Goli¶c and Mihaljevi ¶c
[50, 51] proposedto replacethe Hamming distanceby the so-calledLevenshtein
distance. This distancemeasuresthe minimum number of elementary operations
(insertion, deletion, and substitution) required to transform one sequenceinto
a pre¯x of the other. Given such a notion of distance, the standard correlation
attack as de¯ned by Siegenthaler can be deployed.

Correlation attac ks: Depending on the cipher design,someedit operations
may not be allowed. Thus, it may be necessaryto de¯ne a so-calledConstrained
Levenshtein Distance (CLD). Note, for example,that the Hamming distanceis a
CLD whereonly substitutions areallowed. For the f 1; 2g-clockedgenerator,only
deletions are applicable with the additional constraint that no two consecutive
internal bits must be deleted. In any case,an e±cient dynamic programming
algorithm for the computation of the CLD was given in [51]. Given a target
sequenceof length n, the algorithm computes the CLD in the order of O(n2)
computational steps.

A number of modi¯cations of this attack have beenproposedagainst speci¯c
generators[134, 54, 53, 49], but the generalmethod remains the same. In [44],
Goli¶c proposesan algorithm similar to the fast correlation attack by Meier and
Sta®elbach. However, step 1 of the algorithm (¯nding suitable linear relations)
proved to bedi±cult, exceptfor very specialgenerators. Thus, a full algorithmic
speci¯cation of a fast correlation attack on generalirregularly clockedgenerators
remains an unsolved research problem down to the present day.
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Chapter 7

The Dynamic Linear
Consistency Test

7.1 Generators under consideration

The linear consistencytest as intro duced in [125] targets pseudorandomgener-
ators (PRGs) of the type de¯ned in chapter 3. Such generatorsconsist of two
components:

1. A linear unit that transforms the key bits into a sequenceof intermediate
bits in a linear way. In most cases,the linear unit is an LFSR.

2. A nonlinear unit which transforms the intermediate bits into an output
stream in somenonlinear way, e.g., using nonlinear combining or clock-
control functions.

Thus, each output bit of such a PRG can be written as a unique, nonlinear
combination of key bits, sincea) each output bit can be written as a nonlinear
combination of the intermediate bits and b) each intermediate bit canbewritten
asa linear combination of the key bits. Note, however, that in the caseof clock-
controlled PRGs, the size of these nonlinear representations may be too large
to be actually written down.

Examples:

² For the Ge®egenerator, each output bit zi can be written simply as

{ z0 = c0a0 © c0b0 © b0,

{ z1 = c1a1 © c1b1 © b1,

{ z2 = c2a2 © c2b2 © b2,

{ : : :

47



48 CHAPTER 7. THE DYNAMIC LINEAR CONSISTENCY TEST

² For the f 1; 2g-clocked generator, the ¯rst output bits zi have algebraic
representations as

{ z0 = a1 © c0a1 © c0a2,

{ z1 = a2 © c0a2 © c1a2 © c0c1a2 © c0a3 © c1a3 © c0c1a4,

{ z2 = a3 © c0a3 © c1a3 © c2a3 © c0c1a3 © c0c2a3 © c1c2a3 © c0c1c2a3

© c0a4 © c1a4 © c2a4 © c0c1c2a4 © c0c1a5 © c0c2a5 © c1c2a5

© c0c1c2a5 © c0c1c2a6,

{ : : :

It can be seen that the size of the algebraic representation is growing
rapidly with increasing index i .

If for any register X , a variable x i with i ¸ lX is used in an equation (i.e.,
x i is no longer a key bit), x i can be replaced by a linear combination of key
bits, making use of the feedback recurrencefor register X . Thus, the number
of variables in the equations is always upper bounded by the total key length l ,
while the number of equations is limited by the number of known output bits.

7.2 The linear consistency test revisited

As noted in section 5.2, the linear consistency test guessespart · of the key
and veri¯es the correctnessof the guessusing a system of linear equations, as
described in ¯gure 7.1. Keeping in mind the nonlinear representation of the
output stream, · should be chosensuch that after an assignment to · is known,
the nonlinear equations becomelinear. In the above examples,it is easily seen
that for both the Ge®egenerator and the f 1; 2g-clocked generator, the system
of equationsbecomeslinear if all bits generatedby register C are known. Thus,
it su±ces to guessall possibleassignments for register C in order to reconstruct
the full key.

Linear Consistency Test:
1. Choosea particularly useful subkey · of length ¸ < l .
2. For all assignments · 0 for the subkey · :
3. Derive the system of linear equations implied by · 0.
4. If the system of equations is consistent:
5. Save all solutions to the system as key candidates.
6. Else:
7. Discard · 0.
8. Test all key candidatesby running the generator.

Figure 7.1: Linear consistencytest
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Running time: The running time of the LCT attack is determined by the
assignment loop (steps 2 through 7) and the ¯nal testing phase(step 8). The
assignment loop is iterated 2¸ times, with each loop requiring the solution of
a system of equations with l ¡ ¸ variables. It was shown in [125] that if the
number of equationsis slightly larger than the number of variables, the number
of consistent systemsof equationsis closeto 1, and that the number of solutions
to such a system is closeto 1 as well. Thus, the LCT requires O(2¸ ¢(l ¡ ¸ )3)
operations for steps2 through 7 and O(1) steps for step 8.

7.3 A dynamic extension

It was ¯rst pointed out by Goli¶c in [46] that the LCT method can be applied
in a more dynamic fashion. When attacking the pseudorandomgenerator A5/1
used in the GSM mobile phone standard, the necessarybits were guessedonly
one at a time. However, no generalisation of this concept to other generators
was considered. This generalisation is a major contribution of this thesis and
will be discussedin the subsequent chapters.

As shown in section 7.2, the running time of the LCT is mainly determined
by the number of bits that have to beguessedin order to transform the nonlinear
system of equations into a linear one. Thus, it is important for the attacker to
keep the number of guessesas small as possible. One way to achieve this goal
is to guesskey bits one by one instead of guessinga subkey · all at once. In
this way, the systemof linear equationscan be built successively, and if an early
contradiction occurs, a whole set of key candidates can be discarded at once.
On the other hand, as soon as the system of equations reachesfull rank, it can
immediately be solved in order to ¯nd the remaining key bits.

The backtrac king algorithm: More formally, this procedurecan be imple-
mented using a backtracking algorithm. A ¯rst version of such an algorithm
is described in ¯gure 7.2. Let ¼: f 0; : : : ; l ¡ 1g ! f 0; : : : ; l ¡ 1g be a suitable
permutation over the key bits, i.e., the attacker guessesthe key bits in the order
k¼(0) ; k¼(1) ; : : :. The algorithm is started with an empty set M of linear equa-
tions, an empty assignment k = (¤; ¤; : : : ; ¤) to the key bits, and with index
d = 0. It outputs all key candidates that are consistent with the nonlinear
equations, if any exist. Note that the algorithm always terminates, since for
d = l, all key bits have beenguessed,and sinceeach guesscan be modelled as
a linear equation, the condition in line 5 is always met. In most cases,however,
the algorithm will terminate much earlier.

The behaviour of backtracking algorithms is often represented by a search
tree, where each call of Backtra ck( M ; k; d) is represented by a node, and
the relationship betweencalling node and called node is modelled by a directed
edge. When actually drawing such a tree, a leaf that contains a contradiction
will be marked by an underscore,while a leaf containing a system of equations
of full rank will be marked by a grey box.
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Backtra ck( M ; k; d)
1. For all new linear equationsL :
2. Add L to M .
3. If a contradiction occurs:
4. Return \Con tradiction"
5. If rank (M ) = l:
6. Solve the system of equations.
7. Output solution as key candidate.
8. Return \Candidate complete"
9. For b = 0; 1:
10. k¼(d) Ã b
11. Backtrack(M ; k; d + 1)

Figure 7.2: The backtracking algorithm

A to y example: Consider a Ge®egenerator with lA = lB = 2 and lC = 6.
The feedback recurrencesare ai = ai ¡ 1 © ai ¡ 2, bi = bi ¡ 1 © bi ¡ 2, and ci = ci ¡ 4 ©
ci ¡ 6. Assuming that output bits (z0; : : : ; z5) = (1; 0; 0; 1; 0; 1) are available, the
following equationscan be constructed:

1 = z0 = c0(a0 © b0) © b0

0 = z1 = c1(a1 © b1) © b1

0 = z2 = c2(a0 © a1 © b0 © b1) © b0 © b1

1 = z3 = c3(a0 © b0) © b0

0 = z4 = c4(a1 © b1) © b1

1 = z5 = c5(a0 © a1 © b0 © b1) © b0 © b1

We guessthe key bits in the order (c0; : : : ; c5; a0; a1; b0; b1). Figure 7.3 shows
levels d = 0; 1; 2; 3 of the resulting search tree and the systems of equations
available at that stage. Note that at level d = 3, two nodescontain a contradic-
tory systemof equations,meaning that the partial key guessesleading to these
nodes,namely (0; 0; 0; ¤; : : : ; ¤) and (1; 1; 1; ¤; : : : ; ¤), cannot be correct.

7.4 Computational resources

Resources per function call: The memory that is required by each call to
the function Backtra ck (M ; k; d) is determined by the parameters M ; k and
d. Note that 0 · d · l , meaning that dlog(l + 1)e bits su±ce to store d. The
partial key k requiresl bits, and the systemof equationsneedsat most l ¢(l + 1)
bits if only linearly independent equations are stored. Thus, the total number
of memory bits required for one call to the function Backtra ck (M ; k; d) is in
O(l2).

If linear equationsasrequired by step 1 of the function Backtra ck (M ; k; d)
canbeconstructede±ciently , the running time of onefunction call is determined
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Figure 7.3: The nodesof a dynamic LCT search tree

by elementary operations on systemsof binary equations (in steps2, 3, 5, and
6). Since all of these operations can be performed in O(l 3) steps (see, e.g.,
[23], chapter 28), the overall running time of one call to the function Back-
tra ck (M ; k; d) is also in the order of O(l3) computational steps.

Total resources: In order to determine the overall memory requirements,
observe that the maximum depth of the search tree is l . This means that in
the worst case, l + 1 recursive calls to the function Backtra ck (M ; k; d) are
active at once. Even if for each call a separatecopy of all parameters is used,
the number of memory bits required is in O(l3).

On the other hand, the running time of the algorithm is determined directly
by the total number of calls to function Backtra ck (M ; k; d), i.e., the size of
the search tree. In the worst case(all nonlinear equations have degreel), this
search tree is a complete binary tree of depth d = l ¡ 1 with 2l ¡ 1 nodes. On
the other hand, if contradictions occur early during tree traversal, the tree will
be much smaller, albeit in most casesstill exponential in l . Thus, the overall
running time of the dynamic LCT algorithm is in O(l 3 ¢2cl ), with 0 < c < 1
being a constant that determinesthe e±ciency of the attack.

The sizeof the search tree is reducedwhenever a branch from the complete
binary search tree is cut away, either becausea contradiction has occured or
becausethe internal systemof equationshasfull rank. Note that contradictions
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canonly occur if a newequation is linearly dependent on the previousones,while
the rank of the system of equations is only increasedwith linearly independent
equations. In practice, however, it is hard to predict whether new equationsat
a given depth will be linearly dependent on the previous ones.

The reasonfor this is that all changesto the generator, the feedback recur-
rences,or the variable ordering ¼ change the form of the linear equations and
thus the dependency structure. As a consequence,it seemsto be impossible
to ¯nd a mathematical description of the tree size or the constant c for the
dynamic LCT attack in general. The best that can be done is to give estimates
for certain classesof generators. Such estimateswill be presented in the remain-
ing chapters of part I I I. In particular, a casestudy against the self-shrinking
generator will be discussedin chapter 8.

Handling of key candidates: Sofar, only the e®ort for traversingthe search
tree was considered, ignoring the handling of the key candidates produced in
step 8. Note, however, that such candidates can be processedimmediately by
calling a suitable test procedurethat runs the generator with this key, checking
the correctnessof the output. Thus, no additional memory is required.

Nonetheless,the number of key candidates can be exponentially large in l ,
depending on the number and the degreeof the nonlinear equations available.
Note that if n output bits (and associated equations)areavailable, the algorithm
is expected to produce 1 correct and (2l ¡ 1)=2n ¼ 2l ¡ n false key candidates.
On the other hand, each leaf of the search tree can produce at most one key
candidate, implying that the number of key candidates is in O(2cl ). Thus, the
additional running time for testing the key candidates is well contained in the
asymptotic running time for determining thosecandidates,and will beneglected
from now on.

The to y example, completed: In ¯gure 7.4, the structure of the complete
search tree for the toy example is given. The following observations can be
made:

² The search tree contains an overall of 83 nodes (or calls to the recursive
function). This is better than the brute force e®ort of testing 210 = 1024
inner states, but worse than the 26 = 64 tests required for a simple LCT
algorithm. This is surprising; after all, the dynamic approach is meant to
improve the running time of the basic LCT. Thus, it is necessaryto ¯nd
out in which casesthe dynamic version is superior to the basic one, and
vice versa.

² There exist 16 leavesin the search tree that contain a systemof equations
with full rank, meaning that an overall of 16 key candidatesexist. This is
very closeto what is expected - on the average,there should be 1 correct
and 1023=64 ¼ 15:98 incorrect candidates.
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Figure 7.4: The structure of a dynamic LCT search tree

7.5 Further impro vements

The role of the variable ordering: An important role for the e±ciency
of the attack plays the order ¼ in which the assignments to the variables are
guessed. Informally , it is important for the attacker to choose¼ such that he
obtains as many linear equations as early as possible. In this way, he increases
his chancesof obtaining an early contradiction or key candidate, cutting the
tree short at low depth. As an example, if the attack on the toy example is
conducted using the variable ordering ¼= (a0; b0; a1; b1; c0; c3; c1; c4; c2; c5), the
size of the search tree is reduced to 57 nodes. Considering that a search tree
with 16 grey leaves(i.e., key candidates)consistsof at least 31 nodes,this value
is much closerto the optimum than the 83 leavesof the search tree in ¯gure 7.4.

Adaptiv e guessing: Onestep towards a smaller search tree is to abandonthe
statical guessingorder ¼in favour of an adaptive one. At each level, the attacker
choosesthe next variable to beguessedin such a way that heobtains asmany lin-
ear equationsas possible. In the above example, if (a0; b0) 2 f (0; 0); (1; 1)g, the
attacker should usethe variable ordering ¼1 = (a0; b0; a1; b1; c0; c3; c1; c4; c2; c5),
otherwise, he should use ¼2 = (a0; b0; a1; b1; c1; c4; c0; c3; c2; c5). This way, the
tree size reducesto a mere 49 nodes. More formally, the next variable to be
guessedshould depend on the values of those previously guessed.This can be
modelled by a variable ordering graph (with each node being labeled by a vari-
able name and each path by an assignment to this variable), as shown, e.g., in
chapter 6 of [119] for usewith BDDs.

Equation guessing: Another option for decreasingthe tree size is to guess
linear equations instead of single bits. Remember that for the dynamic LCT
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as presented in section 7.3, not only the output equations,but also the guessed
bits form equations that are added to the system. Sometimes,however, not
the individual bits are of interest, but their combination. As an illustration,
consider the toy example for the Ge®egenerator again. If the valuesof a0 © b0

and a1 © b1 are known, all equations for (z0; : : : ; z5) becomelinear and can be
added to the system of equations. Thus, after just two guesses,the system
of equations contains up to 8 equations. If, in addition, the remaining bits are
guessedin an adaptive way, the sizeof the search tree can be reducedto as little
as 35 nodes, which is almost optimal. In chapter 9, a special caseof equation
guessingdenoted as clock control guessingwill be discussedin more detail.



Chapter 8

Dynamic LCT and the
Self-Shrinking Generator:
A Case Study

8.1 The self-shrinking generator

8.1.1 Description

The self-shrinking generator is a modi¯ed versionof the shrinking generator
[22] and was ¯rst presented by Meier and Sta®elbach in [85]. It requires only
one LFSR A of length lA = l and a clock-control unit. The LFSR generates
an m-sequence(a0; a1; : : :) in the usual way. The output function requires two
consecutive bits (a2i ; a2i +1 ) as input and outputs a2i +1 i® a2i = 1. The basic
concept of the generator is displayed in ¯gure 8.1.

Perio d and Linear Complexit y: The period ½of an output sequencegen-
erated by a self-shrinking generator was proven to be 2bl =2c · ½· 2l ¡ 1 in [85].

a2i

a2i+1

clock i

LFSR A

Selection
Rule zj

Figure 8.1: The Self-Shrinking Generator
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Experiments indicate that the period always takesthe maximum possiblevalue
for l > 3.

It was also shown that the linear complexity LC(z) is greater than ½=2 for
all sequencesgeneratedby a self-shrinking generator. On the other hand, LC(z)
wasproven in [13] to be at most 2l ¡ 1 ¡ (l ¡ 2). If ½= 2l ¡ 1, it follows that LC(z)
2 £(2 l ¡ 1). Thus, for realistic generator sizesof l > 100, the Berlekamp-Massey
attack (section 4.3) is computationally infeasible.

8.1.2 Previous work on cryptanalysis

A ttac ks using short output sequences: Even if the feedback logic of the
LFSR is not known, there is a simple way of reducing the key space[85]. Con-
sider the ¯rst two bits (a0; a1) of the LFSR (unknown) and the ¯rst bit z0 of the
output stream (known). Then there are only three out of four possiblecombina-
tions (a0; a1) that are consistent with the output stream, since(a0; a1) = (1; ¹z0)
is an immediate contradiction. The samerule can be applied for the next bit
pair (a2; a3), and so on. Consequently , only

3l =2 = 2( l og2 (3) =2)¢l = 20:79l

possibleinitial valuesfor the LFSR A are consistent with the initial bits of the
output stream.

The running time required to search through the reducedkey spacecan be
further decreasedon the averageby consideringthe likelihood of the keys. Note
that the following holds:

Pr[(a0; a1) = (0; 0) j z0] = 1=4
Pr[(a0; a1) = (0; 1) j z0] = 1=4
Pr[(a0; a1) = (1; z0) j z0] = 1=2.

Thus, the entropy of the bit pair is

H = ¡ (1=4) log(1=4) ¡ (1=4) log(1=4) ¡ (1=2) log(1=2) = 3=2.

The total entropy of an initial state consisting of l=2 such pairs is 0:75l. Thus,
the e®ort for searching the key spaceis roughly 20:75l if the cryptanalyst starts
with the most probable keys.

The most e±cient attack is the BDD attack by Krause [71]. Both running
time and memory requirements of this attack were asymptotically estimated
to be in O(20:656l ), using roughly 2:41l bit of output. Note, however, that as
opposedto the above techniques,BDD attacks require signi¯cant memory. Also
note that the asymptotical estimate hides signi¯cant polynomial factors from
view. An implementation was given by Schleer [107], reconstructing the inner
state for key sizesup to l = 24 bit and indicating that only for large valuesl, a
BDD attack will be more e±cient than the techniques presented in [85].
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value n: 0:25l 0:306l 0:50l
Time: 20:75l 20:694l 20:5l

B its :
l = 120 28:19 210:17 265:91

l = 160 28:81 211:37 286:32

l = 200 29:30 213:07 2106:64

l = 240 29:69 214:03 2126:91

l = 280 210:02 214:94 2147:13

l = 320 210:31 215:81 2167:32

Table 8.1: Number N of output bits required for Mihaljevi ¶c's attack

A ttac k using long output sequences: In [90], Mihaljevi ¶c presented a faster
attack that needs,however, a longer part of the output sequence.Let the length
of this known part be denoted by N . Then the attacker assumesthat an n-bit
section of the output stream has been generatedby the current inner state of
the LFSR. Consequently , n out of the l=2 even bits of A must be equal to 1.
The attacker guessesthese bits and checks whether or not this guesscan be
correct, iterating over all n-bit sectionsof the output stream. It is shown that
cryptanalysis is successfulwith high probabilit y after 2l ¡ n steps.

Since this procedure only makes sensefor l=4 · n · l=2, the running time
can vary from 20:5l in the best caseto 20:75l under lessfavourable circumstances.
The e±ciency of the attack dependsmainly on the number of output bits that
are available, sincethe value n must be chosensuch that the following inequality
holds:

N > n ¢2l =2 ¢
µ

l=2
n

¶ ¡ 1

In order to get a feeling for the number of bits required for this attack, table
8.1 givessomeexamplesof required bitstream lengths for di®erent register sizes
l . Consider the following cases:

² In order to beat the key reconstruction algorithm by Meier and Sta®elbach,
n = 0:25l is necessary, yielding a running time of 20:75l steps.

² Improving the running time to 20:694l (which is the performance of the
algorithm to be presented in section 8.2) requires n = 0:306l.

² In order to achieve the best possiblerunning time of 20:5l steps, it must
hold that n = 0:5l . Note that for realistic register lengths, the sheer
amount of required data (namely, N > l

2 ¢2l =2) should make such an
attack a mere theoretical possibility.
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8.2 Applying the dynamic LCT attac k

We will now apply the adaptive guessingtechnique intro duced in section 7.5
against the self-shrinking generator in way of a casestudy, using the results
previously published in [132]. In this way, we illustrate someof the di±culties
encountered when trying to ¯nd an estimate for the running time of a dynamic
LCT attack. Nonetheless,it will be shown that this attack is more powerful
against the self-shrinking generator than the techniques by Meier/Sta®elbach
and Mihaljevi ¶c described in section 8.1.2, almost reaching the asymptotical ef-
¯ciency of Krause's attack without its memory requirements.

Variable ordering: Remember that the LFSR A of the self-shrinking genera-
tor producesthe internal bitstream (a0; a1; : : :), using all even bits asclock con-
trol bits and all odd bits asoutput bits. Thus, while the attacker guessesthe se-
quenceof control bits (a0; a2; a4; : : :), he learnswhich inner sequencebits turned
into output bits. As an example,if the ¯rst output bits are (1; 1; 0) and if the at-
tacker assumesthat the ¯rst clock control bits have beena0 = 1; a2 = 0; a4 = 1,
and a6 = 1, it follows from the output stream that a1 = 1; a5 = 1 and a7 = 0.
In this way, using the variable ordering (a0; a2; : : :) for his guesses,the attacker
conducts a dynamic LCT attack.

A useful prop osition: When analysing the resourcesrequired by the attack,
the following property of the key (i.e., the seedof the LFSR) can be useful1:

Prop osition 1 For each key k = (a0; : : : ; al ¡ 1) with a0 = 0, there exists an
equivalent key k0 = (a0

0; : : : ; a0
l ¡ 1) with a0

0 = 1.

Pro of: Consider the sequence(ai ) i ¸ 0 generatedby the inner state k. Suppose
the ¯rst '1' on an even position appears in position 2s. Then clock the register
by 2s steps, deriving the new inner state k0 = (a2s; : : : ; a2s+ l ¡ 1). Obviously,
both inner states yield the sameoutput sequence,sincein transforming k to k0,
no output is generated. 2

It is thus safe to assumethat a0 = 1 and a1 = z0. In this way, we will
reconstruct a key that is not necessarilyequal to the original key, but it is
equivalent in a sensethat it will create the sameoutput sequence.

From now on, the attacker hasto guessthe even bits of the sequence(ai ) i ¸ 0.
In this way, he obtains two di®erent typesof equationsas follows:

² Every guesscan be represented by a linear equation a2d = bd. These
equationswill be referred to as being of type 1.

² If a2d = 1, he obtains a second equation, namely a2d+1 = zj , where
j =

P d
c=0 a2c. Theseequationswill be denoted as being of type 2.

The ¯rst nodesof the corresponding search tree are shown in ¯gure 8.2.
1The same prop erty also holds for the shrinking generator. In this context, it was discussed

in [114].
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Figure 8.2: The Tree of Guesses

Structure of the tree: In the next section, the sizeof this search tree shall
be evaluated. Note that as long as d · bl=2c ¡ 1, the development of the tree
is straightforward. There are exactly two new equations whenever a '1' branch
is followed, and exactly one new equation when following a '0' branch. All of
theseequationsare linearly independent, sinceno variable ai appearsmore than
once. Thus, the search tree is a complete binary tree of height bl=2c ¡ 1.

Beyond that point, however, the tree becomesirregular, since the indices
of the new equations (both of type 1 and 2) becomelarger than l ¡ 1. Thus,
the feedback recurrence must be used to convert the simple equations into a
representation using only a0; : : : ; al ¡ 1. Depending on the equations that are
already known, there is an increasing probabilit y that the new equations are
linearly dependent on the earlier ones. If this leads to a contradiction, the
tree is cut short at this point, reducing the tree size. The same holds if the
systemof equationsobtains full rank, which can happen at somepoint between
d = dl=2e¡ 1 and d = l ¡ 1.

8.3 Upp er bounding the running time

In this section, an asymptotical upper bound on the running time of the algo-
rithm is established. First, an upper bound Cl for the number of consistent
leaves in the tree of guessesis given (sections 8.3.1 to 8.3.3).2 Then, in sec-
tion 8.3.4, an upper bound for the number N l of nodes in the tree is derived,
followed by the conclusion that the total running time of the algorithm can be
upper bounded by O(l4 ¢20:694l ).

2A consistent leaf is a leaf that contains a linear equation system of full rank, as opposed
to an inconsistent leaf which contains a contradictory equation system.
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8.3.1 Well-formed vs. malformed trees

Let T` denote a tree of guessessuch that ` linearly independent equations are
still missing in the root to allow the solving of the system of equations. Note
that for the search tree given in section 8.2, it holds that ` = l ¡ 2.

In order to formally prove the maximum number C` of consistent leaves in
T` , each node is labelled by the number of linearly independent equations still
neededin order to solve the system of equations. The root is thus labelled by
`. For technical reasons,we allow a consistent leaf of the tree to take both the
labels 0 and ¡ 1, both meaning that the system is completely speci¯ed.

Assumption 1 For the following averagecase analysis, assumethat an equa-
tion that is linearly dependent on its predecessorswil l lead to a contradiction
with probability 1/2.

This assumption is reasonable,since the bits ai are generatedby an m-LFSR,
meaning that a variable takesvalues0 and 1 with (almost) equal probabilit y.

Now consideran arbitrary node V of depth d¡ 1, d ¸ 1, and its two children,
V0 and V1 (reached by guessinga2d = 0 or a2d = 1, resp.). Let V be labelled by
j . The labelling of the child nodesdependson whether a2d or a2d+1 are linearly
dependent on the previous equations:

A) Both are independent. In this case,no contradiction occurs. The left child
is labelled j ¡ 2, and the right child is labelled j ¡ 1.

j

Prob = 1

j-2 j-1

B) a2d is independent, a2d+1 is not. Both children are labelled j ¡ 1. However,
a contradiction occurs in V1 with probabilit y 1=2.

j j

Prob = 1/2 Prob = 1/2

j-1 j-1 j-1

C) a2d is dependent, a2d+1 is not. The left child is labelled j ¡ 1, while the
right child is labelled j . However, a contradiction occurs either in V1 or
in V0, with equal probabilit y.

j j

j

Prob = 1/2 Prob = 1/2

j-1
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D) Both are dependent. In this case,both child nodes have the samelabel
as the parent node. Due to the linear dependencyof a2d there occurs a
contradiction in either V1 or V0, with equal probabilit y. Also note that
there is an additional probabilit y of 1=2 that a2d+1 leadsto a contradiction
in V1.

j j

j

j

j

Prob = 1/4 Prob = 1/2 Prob = 1/4

De¯nition 1 A wel l-forme d tr ee T ¤
` is a binary tree where only branchings

of type A occur, i.e., for every node that is not a leaf, the following rule holds:
If the label of the node is j , then the label of its left child is j ¡ 2 and the label
of its right child is j ¡ 1.
A malforme d tr ee is an arbitrary tree of guessesthat contains at least one
branching of type B, C or D.

Essentially , the notion of a well-formed tree describes the tree of guesses
under the assumptionthat all linear equations(of both type1 and 2) are linearly
independent. Note that such a tree is highly unlikely for large `. Nonetheless,
the well-formed tree plays an important role in establishing the overall number
of consistent leavesfor the tree of guesses.

Consider the following experiment in order to generatea tree of guesses.We
start at the root (labelled `) and generatethe lower levels recursively with the
help of an adversary G as follows:

² If l ¸ 1, let G chooseone of the roles A-D . The labels of the child nodes
are determined probabilistically , as described above. For each child node,
this algorithm is repeated recursively.

² If l · 0, mark the current node as leaf and backtrack.

Note that the tree generatedby this experiment has the samestructure as
a tree generatedwhile running the dynamic LCT attack on the self-shrinking
generator. Now, it can be proven that whichever roles the adversary G chooses
during the courseof the experiment, on the average,a malformed tree has at
most the samenumber of consistent leavesas a well-formed tree.

Theorem 1 Let C¤
` denote the number of consistent leaves of a well-formed

tree T¤
` . Let C` denote the maximum number of consistent leaves in a tree T`

that was generated according to the above experiment. Then for all behaviours
of G, it holds that C` · C¤

` on the average.
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Pro of: The proof is by induction. Obviously, the inequality holds for C¡ 1

and C0, since trees T¡ 1 and T0 consist only of a root without a child. Thus,
C¡ 1 = C¤

¡ 1 = 1 and C0 = C¤
0 = 1.

Now consider C` , ` ¸ 1. First note that since the theorem holds for C` ¡ 1 and
C` ¡ 2, it follows that

C` ¡ 1 + C` ¡ 2 · C¤
` ¡ 1 + C¤

` ¡ 2 = C¤
` . (8.1)

Also note that even in the worst possiblebranching case,it follows that

C` · 2 ¢C` ¡ 1. (8.2)

for all `. Using these two facts, an upper bound for C` can be proven by
distinguishing the following cases(identical to the behaviours of G in the above
experiment):

A) Let the tree TA
` be composedof a subtree with at most C` ¡ 2 consistent

leaves and a subtree with at most C` ¡ 1 such leaves. It follows for the
maximum number CA

` of consistent leaves in such a tree that

CA
` · C` ¡ 2 + C` ¡ 1 · C¤

` .

B) The tree TB
` is composedof either one or two subtrees, having at most

C` ¡ 1 consistent leaveseach. Consequently , CB
` · 1=2¢C` ¡ 1 + C` ¡ 1. Using

(8.2), it follows that

CB
` · C` ¡ 2 + C` ¡ 1 · C¤

` .

C) The tree TC
` is composed of only one subtree with at most C` ¡ 1 or C`

consistent leaves, resp. (with equal probabilit y). It holds that CC
` ·

1=2 ¢(C` ¡ 1 + C` ), and using (8.2), it follows that

CC
` ·

1
2

(2C` ¡ 2 + 2C` ¡ 1) = C` ¡ 2 + C` ¡ 1 · C¤
` .

D) The tree TD
` has one of the forms given in caseD. Then, for the average

number CD
` of consistent leaves in this tree, it holds that CD

` · 3
4 ¢C` .

Using (8.2) repeatedly, it follows that

CD
` ·

3
2

¢C` ¡ 1 = C` ¡ 1 +
1
2

C` ¡ 1 · C` ¡ 1 + C` ¡ 2 · C¤
` .

SinceC` = max(CA
` ; CB

` ; CC
` ; CD

` ), if follows that C` · C¤
` . 2

8.3.2 Size of a well-formed tree

We have shown that on the average, the number C` of consistent leaves in an
arbitrary tree of guessesis not bigger than the number C¤

` of consistent leaves
in a well-formed tree. In the next section,an estimate for C¤

` and thus an upper
bound for C` will be proven.
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Theorem 2 Let C¤
` denote the size of a well-formed tree T ¤

` . Then we have
a` · C¤

` · 2
a a` for all L ¸ 1, where a = 1+

p
5

2 ¼ 20:6942419 . 3

Pro of: Note that for all ` ¸ ¡ 1, C¤
` satis¯es the recursion C¤

` +2 = C¤
` +1 + C¤

`
with C¤

¡ 1 = C¤
0 = 1.

Let a be the unique positive solution of x2 = x + 1, i.e., a = 1+
p

5
2 . In this case,

the function F (`) = a` also satis¯es the recursion F (` + 2) = F (` + 1) + F (`)
for all ` ¸ 0. SinceC¤

0 = F (0) and C¤
1 = 2

a F (1), it follows that a` · C¤
` · 2

a a`

for all ` ¸ 0. 2

Note that 2
a ¼ 1:236068. Thus, the upper bound of the averagesearch tree

is C` · 2
a ¢20:694` ¼ 20:694` +0 :306.

8.3.3 Worst case considerations

The above result can be applied directly to the tree of guessesin section 8.2.
Remembering that such a search tree actually has a root labelled ` = l ¡ 2, the
averagenumber of consistent leaves is upper bounded by Cl · 20:694l ¡ 0:918.

This upper bound seemsto hold even for the worst case,provided that l is
large enough. Remember that assumption1 stated that in caseof a linearly de-
pendent equation, a contradiction occurs with probabilit y 1/2. Now remember
from section 8.2 that linearly dependent equations do not occur before depth
b l

2 c is reached. This, in turn, meansthat for large l there exists a large number
of nodes labelled j for each j < l ¡ b l

2 c. Thus, the law of large numbers can
be applied, stating that the actual number of contradictions is very close to
the expected number of contradictions. Thus, the number of consistent leaves
should be closeto the above bound not only for the averagecase,but for almost
any tree of guesses.

In order to give somemore weight to this rather informal argument, we will
provide someempirical evidencefor this conjecture in section 8.4.

8.3.4 Total running time

It remains to establish an upper bound for the maximum number of nodes in
the tree. Sincethe tree will be malformed, it contains nodesthat have only one
child. It is thus impossibleto upper bound the number of nodesby 2¢Cl ¡ 1, as
could be done for a binary tree with inner nodesof ¯xed outdegree2. However,
it can be proven that the maximum depth of the search tree is l ¡ 1.

Prop osition 2 If the linear recurrent sequence (ai ) i ¸ 0 is an m-sequence, then
the tree has maximum height of l ¡ 1. 4

3The proof of this theorem is due to M. Krause.
4Note that this prop osition only holds for m-sequences. The use of shorter sequences,

however, would be a breach of elementary design principles, since it would facilitate a number
of other attac ks. It does not seem to increase resistance against our attac k either, it just
makes the proof harder.
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Pro of: Any node of depth d contains exactly d+ 1 equationsof type 1 (and a
varying number of equationsof type 2). Thus, at depth l ¡ 1, there are exactly
l such equations,namely for a0; a2; : : : ; a2l ¡ 2.
By a theorem on m-sequences(see,e.g., [56], p. 76), there exists an s such that
the following holds:

(as; as+1 ; : : : ; as+ l ¡ 1) = (a0; a2; : : : ; a2l ¡ 2)

Sinceas; : : : ; as+ l ¡ 1 are linearly independent, the sameholdsfor a0; a2; : : : ; a2l ¡ 2.
Consequently , there are l linearly independent equations of type 1 in any node
of depth l ¡ 1, allowing us to solve the systemand derive a key candidate. Thus,
no node of the tree will have depth ¸ l . 2

This fact can be used to upper bound the number of nodes. Consider the
largest binary tree (w.r.t. the number of nodes) with height l ¡ 1 and Cl con-
sistent leaves. This tree is a completebinary tree from depth 0 to p := blogCl c.
From depth p + 1 to depth l ¡ 1, the tree has constant width of Cl .

Let N l denote the number of nodesin a search tree. It follows that N l is at
most the sizeof this worst possibletree.

N l · (2p+1 ¡ 1) + (l ¡ p ¡ 1) ¢Cl

Note that both 2p+1 and Cl are in O(Cl ). Ignoring all constant summandsand
factors to Cl , if follows that:

N l 2 O(( l ¡ p) ¢Cl )

= O(0:306l ¢20:694 l ¡ 0:918)

= O(0:162l ¢20:694 l )

Remembering that in each node, one or two linear equations have to be
inserted into a system of equations, and ignoring constant factors again, we
derive a total asymptotic running time in O(l4 ¢20:694 l ), requiring roughly l
output bits instead of the large number of bits necessaryfor Mihaljevi ¶c's attack
as presented in section 8.1.2.

8.4 Exp erimen tal results

Results on the num ber of consisten t leaves: In section8.3, it wasproven
that the number of consistent leaves in the search tree is upper bounded by
20:694l ¡ 0:918 in the averagecase.This result leavesa number of open questions.
Sinceonly an upper bound was derived: How closeis this value to the average
number of consistent leavesthat do occur in an actual search?5 And what about
the conjecture in section 8.3.3? Is Cl also an upper bound for the worst case,
for large l?

5We must tak e care not to confuse the averagecaseof the analysis with the averagenumber
of consistent leaves in the search tree; they are quite di®erent mathematical objects.
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Number of leaves Number of nodes
l Cav g Cmax Cbound Nav g Nmax Nbound

3 21:00 21:00 21:16 21:58 21:58 21:04

4 21:55 21:58 21:86 22:57 22:81 22:15

5 22:29 22:58 22:55 23:28 23:46 23:17

6 22:85 23:17 23:25 24:21 24:64 24:12

7 23:53 23:81 23:94 24:92 25:43 25:04

8 24:23 24:64 24:63 25:61 25:93 25:93

9 24:88 25:29 25:33 26:35 26:79 26:79

10 25:53 25:88 26:02 27:05 27:55 27:64

11 26:22 26:57 26:72 27:75 28:24 28:47

12 26:87 27:26 27:41 28:46 28:89 29:29

13 27:56 27:92 28:10 29:16 29:73 210:10

14 28:25 28:56 28:80 29:85 210:20 210:90

15 28:92 29:23 29:49 210:56 211:26 211:69

16 29:61 29:90 210:19 211:25 211:64 212:48

Table 8.2: Empirical Results

In order to answer those questions, the key reconstruction algorithm from
section 8.2 has beenimplemented and tested against all keys and all m-LFSRs
of lengths l = 3; : : : ; 16. The main results of this simulation are given in the left
part of table 8.2. Here, Cav g and Cmax denote the averageand maximum num-
ber of consistent leaves encountered in the experiments. Cbound = 20:694l ¡ 0:918

denotesthe upper bound as calculated in section 8.3. For easeof comparison,
all valuesare given in logarithmical notation.

First observe that values Cav g and Cmax are very close; they di®er by a
factor Á with 1 < Á < 1:33. Of course, this may or may not hold for larger
valuesof l , but for small l , the maximum number of consistent leavesdoesnot
stray very far from the average.

Also observe that for l > 8, Cbound seemsto be a proper upper bound not
only for the averagecase,but also for the maximum number of consistent leaves
in the search tree. Note especially that for l > 8, the gap between Cmax and
Cbound seemsto bewidening with increasingl. Nonetheless,additional empirical
or mathematical evidencefor larger l might be necessarybefore our conjecture
from section 8.3.3 can be consideredcon¯rmed.

Results on the num ber of nodes: In the right half of the table, the results
on the number of nodesaregiven. Again, Nav g and Nmax denotethe averageand
maximum valuesencountered in the experiments, while Nbound = 0:162l ¢20:694 l

denotesthe mathematical bound as given in section 8.3.4.
It seemsthat for l > 7, Nbound is an upper bound for the number of nodesin

the worst possiblecase.As with the results on the number of consistent leaves,
the gap betweenNmax and Nbound seemsto be widening with increasing l, but
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again, more data for larger l would be helpful. Also note that Nav g and Nbound

are very closeto each other.
An interesting side observation is that Nav g ¼ 2 ¢Cbound , i.e., the average

number of nodes appears to be almost exactly twice the mathematical upper
bound for the number of consistent leaves as derived in section 8.3.3. This is
not apparent from the mathematical analysis in section8.3 and may thus be an
interesting starting point for future research.

8.5 Conclusions

General observ ations: Using the example of the self-shrinking generator,
it was demonstrated that the dynamic LCT attack can be an e±cient way of
attacking a PRG, especially if only a small number of output bits is available.
Nonetheless,for realistic key sizesbetween120 and 200 bits, the attack is cur-
rently not feasiblein practice.

When analysing the running time of the algorithm, it becameapparent that
estimating the size of the search tree requires somethought. For many other
generators,a similar e®ort is necessaryin order to determine the computational
resourcesrequired by the attack.

Design recommendations: For a modern key sizeof 120bits, the search tree
has a size of more than 283 nodes, making the dynamic LCT attack infeasible
in practice. Note, however, that the attack is easily parallelised, allowing an
adversary to use as many parallel processorsat once as he can a®ord. Since
each processorcan operate on its own segment of the tree (without any need
of communication), k processorscan reduce the running time by a factor of k.
Thus, a generatorusinga shorter register is in real dangerof beingcompromised.
It can be concluded that 120 bit should be the minim um length of a self-
shrinking generator.

Note that our attack relieson the feedback logic of the register to be known.
If this is not the case,the attack has to be repeated for all m-LFSRs of length
l , yielding an additional working factor of Á(2l ¡ 1)=l, where Á denotes the
Euler function.6 Security of the self-shrinking generator can thus be increased
signi¯cantly by following the proposal given in [22, 85]: Usea programmable
feedbac k logic and make the actual feedback recurrencea part of the key.

Finally, observe that the useof sparsefeedback recurrencemakesour attack
slightly more e®ective. If the more signi¯cant bits depend on only a few of the
lesssigni¯cant bits, the probabilit y of linearly dependent equations increases,
yielding a tree of guessesthat is more slenderthan the averagecasetree consid-
ered above. However, as stated in section 8.4, the sizesof worst caseand best
casetrees seemto di®er by lessthan a factor 2. Nonetheless,sparse feedbac k
recurrences should be avoided in designingmost PRGs, the self-shrinking gen-
erator being no exception.

6Again, refer to [86] for de¯nitions.



Chapter 9

Dynamic LCT and
Clo ck-Con trolled
Generators

9.1 In tro duction

As described in section 3.3, clock control is an important technique for trans-
forming the output of one or more LFSRs into a nonlinear bitstream. Many
PRGs are based on this principle. In this chapter, it will be shown how the
dynamic LCT can be applied against a classof such clock-controlled generators,
and how a generalupper bound for the resulting search trees can be obtained.
Originally , thesetopics have beendiscussedin [128].

The class of generators: Remember that St denotes the inner state of a
generator at time t, where S0 is the initial state or key. Each inner state St de-
termines uniquely a clock control behaviour »t (sometimesreferred to as \clo ck-
ing") that leadsto the inner state St +1 .

S0
»0¡ ! S1

»1¡ ! S2
»2¡ ! : : :

Also remember that from the inner states S0; S1; : : :, the generator derives the
output stream z = (z0; z1; : : :). In the following, clock control generatorswith
the following properties are considered:

1. The output bit dependson the inner state of the generator in somelinear
way.
For each clock cycle t and each assignment to the output bit zt , a linear
equation L can be given such that the inner state St generatesoutput bit
zt i® St is a solution to L .

67
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2. The behaviour of the clock control dependson the inner state of the gen-
erator in somelinear way.
For each clock cycle t and each assignment to the clock control behaviour
»t , a set M 0 of linear equations can be given such that the inner state St

generatesthe clock control value »t i® St is a solution to M 0.

3. The number of possiblebehaviours of the internal clock is small.

Clo ck control guessing: Given a generator that has properties 1-3, the at-
tacker can modify the dynamic LCT attack intro duced in chapter 7 by guessing
the clock control behaviour »t for t = 0; 1; : : :. Sincecondition 2 holds, heobtains
a set of linear equations for each such guess,making the attack an application
of the equation guessingtechnique intro duced in section 7.5. From condition 1
and his knowledge of the LFSR clockings so far, he also obtains one equation
per guessthat dependson the output stream z.

In simple caseslike the f 1; 2g-clocked generator, clock control guessingis
identical to simple bit guessing. Guessingthe behaviour of the clock control
is equivalent to guessingthe bits c0; c1; : : :. Thus, for this particular generator,
clock control guessingturns out to be the dynamical LCT attack asdescribed in
section 7.3. There are, however, more contrieved clock control designslike that
of A5/1, which will be intro duced in section 9.3. In the next section, a simple
technique will be presented for estimating the running time of clock control
guessingagainst all generatorshaving properties 1-3, no matter how simple or
complicated their clock control rule is.

9.2 On the e±ciency of clock control guessing

Estimating the running time: As mentioned in section 7.4, a precisees-
timate of the running time (i.e., the number of nodes in the search tree) is
not possiblewithout paying closeattention to the details of the cipher consid-
ered. The length of the registers, the sparsenessof the feedback recurrences,
the positions of the output and clock control bits, the choice of the output and
clock control function, and even the valuesof the output bits all determine the
e±ciency of the attack.

In caseof the clock-controlled generatorsmeeting conditions 1-3, however,
a generalupper bound for the sizeof the search tree can be proven. In order to
do this, the generator is assumedto meet the following additional condition:

4. The number of seedsS0 that are consistent with the ¯rst d output bits
(d · l ) is approximately 2l ¡ d.

Note that this condition is met by all properly designedpseudorandomgener-
ators, since otherwise, successfulstatistical tests could be developed. Now the
maximum width of the search tree can be estimated, using an elegant tech-
nique proposedby Krause in [71]. To this end, consider the following simple
observations.
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Observ ation 1: Consider a node v in the search tree at depth d. Such a
node is reached by a sequenceb0; b1; : : : ; bd¡ 1 of guessesfor the clock control
behaviour. It contains a systemM of linear equationsderived on the path from
the root to the node by using properties 1 and 2 of the generator. The set of
solutions to M has the following properties:

a) All solutions to M produce the clock control sequenceb0; b1; : : : ; bd¡ 1.

b) All solutions to M produce the output sequencez0; z1; : : : ; zd¡ 1.

c) If M is consistent, there is at least one solution to M .

We say that the node v represents all inner states that are solutions to M ,
and that v is consistent if M is consistent. As a consequenceof property a,
no two nodes at depth d represent the sameinner state, since di®erent nodes
imply di®erent behaviours of the clock control. On the other hand, no node v
represents an inner state that is inconsistent with the output bits z0; : : : ; zd¡ 1.
From property 4 of the generator, it follows that there are approximately 2l ¡ d

solutions represented by all nodesat depth d. Sinceby property c, there are no
empty consistent nodes,there can be at most 2l ¡ d consistent nodesat depth d.
For low values of d, however, the number of consistent nodes is going to be a
lot smaller sinceeach node represents a huge number of inner states.

Observ ation 2: On the other hand, the number of nodesin the tree at depth
d can never be larger than kd, where k is the number of possiblebehaviours of
the clock control. For small valuesof d, this estimate will usually be exact, while
for larger valuesof d, the actual tree contains a lot lessnodesthan indicated by
this number.

Width of the search tree: Observe that the function 2l ¡ d is constantly
decreasingin d, while kd is constantly increasing. Sincethe number of consistent
nodes in the tree is upper bounded by both of these functions, the maximum
number of nodesat a given depth d is upper boundedby minf 2l ¡ d; kdg. Writing
kd = 2log (k )¢d for convenience,the maximum number of nodesmust be smaller
than 2w with w = l ¡ d, yielding

2w = 2log (k )¢( l ¡ w )

, w = log(k) ¢(l ¡ w)

, w =
log(k)

log(k) + 1
l

Thus, the number of consistent nodesin the widest part of the search tree cannot
exceed2c¢l with c = log (k )

log (k )+1 . Note that this is not an asymptotical result; it
is perfectly valid to use concrete values for k and l and to calculate the upper
bound.
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Figure 9.1: The A5/1 Generator

Total running time: After obtaining an upper bound on the width of the
search tree, the total running time is easily determined. Observing that

² there are at most two layers with width 2w , that

² all layersabove thosetwo have at most 2w consistent nodesamongstthem,
and that

² all layersbelow thosetwo have at most 2w consistent nodesamongstthem,

it follows that the tree has at most 4 ¢2w consistent nodes. Observing further
that there must be less than k non-consistent nodes for each consistent node,
the number of recursive function calls is limited by 4 ¢(k + 1) ¢2w 2 O(2w ).
Thus, the overall running time must be in O(l3 ¢2c¢l ) with c = log (k )

log (k )+1 .

9.3 Application: attac king A5/1

Description of the cipher: A5/1 is the encryption algorithm used by the
GSM standard for mobile phones; it was described in [15]. The core building
block is a PRG, consisting of three LFSRs with a total length of 64 bit. First,
the output is generatedas the sum (mod 2) of the least signi¯cant bits of the
three registers. Then the registersareclocked in a stop-and-gofashionaccording
to the following rule:

² Each register delivers one bit to the clock control. The position of the
clock control tap is ¯xed for each register.

² A register is clocked i® its clock control bit agreeswith the majorit y of all
clock control bits.

An illustration of the generator is given in ¯gure 9.1, where dotted lines denote
the clock control and straight lines denote the LFSR outputs.
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Clo ck control guessing: Against the A5/1 generator,the clock control guess-
ing attack wasdiscussedearlier by Zenner[127], Goli¶c [48], and Pornin and Stern
[97]. First observe that the A5/1 generator produces1 output bit per master
clock cycle, and that there are 4 di®erent behaviours of the clock control. Let
u1; u2 and u3 denote the contents of the clock control bits for a given clock
cycle. Table 9.1 givesthe dependencybetweenu1; u2; u3 and the behaviour » of
the clock control. Note that equivalent linear equations are easily constructed.
Thus, it follows that the A5/1 algorithm meets all prerequisites for a success-

» Equation
(011) u1 6= u2 = u3

(101) u1 6= u2 6= u3

(110) u1 = u2 6= u3

(111) u1 = u2 = u3

Table 9.1: Clock control and linear equations

ful clock control guessingattack. The attacker guessesthe behaviour of the
clock control for each output bit, derives the linear equations and checks for
consistency.

Upp er bounding the running time: Applying our estimation technique to
the A5/1, two facts can be observed:

1. The seedis generated in such a way that only 5
8 ¢264 states are in fact

possible. The impossiblestates can be excluded by a number of simple
linear equations(for details, see[46]). Thus, the e±cient key length of the
inner state is only 64+ log( 5

8 ) ¼ 63:32 bit.

2. Furthermore, the ¯rst output bit is not yet dependent on the clock control.
Thus, the e±cient key length of the inner state prior to any clock control
guessingis further reducedby 1 bit, yielding l ¼ 62:32.

For each master clock cycle, 4 possiblebehaviours of the clock control are possi-
ble. Thus, k = 4 and log(k) = 2. Using the estimate from section 9.2, it follows
that the search tree has a maximum width of 2(2=3)¢62:32 ¼ 241:547 nodes.

This result coincideswith the maximum number of leavesas given by Goli¶c
in [48], derived from a more involved analysis. Also note that in the samework,
the averagenumber of leaveswas estimated to be 240:1, as was to be expected:
By paying close attention to important details of the generator such as the
position of the feedback taps or the lengths of the registers, an estimate for
the tree size can be derived that in most caseswill be lower than the general
upper bound. Nonetheless,this upper bound givesa ¯rst indication of a PRG's
strength by ruling out someweak generatorswithout further e®ort.
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Test run on a small version: In order to demonstratethe di®erencebetween
the proven upper bound and the actual running time, a 40-bit version of the
A5/1 was implemented, featuring the details given in table 9.2.

LFSR length feedback recurrence clock control tap
A 11 ai = ai ¡ 9 + ai ¡ 11 a6

B 14 bi = bi ¡ 9 + bi ¡ 11 + bi ¡ 13 + bi ¡ 14 b7

C 15 ci = ci ¡ 3 + ci ¡ 11 + ci ¡ 13 + ci ¡ 15 c8

Table 9.2: 40-bit version of the A5/1 generator

Again, observe that the ¯rst output bit is not yet dependent on the clock
control, yielding 239 candidatesfor the seedor an e±cient key length of l = 39
bit. 1 Thus, the bounding functions are4d and 239¡ d, yielding a maximum search
tree width of 226.

An total of 120 experiments was conducted, and the results are shown in
¯gure 9.2. The ¯gure shows the averagewidths of the search trees that were

2 39�d 4d

2

2
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d
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Figure 9.2: Width of search tree for 40-bit A5/1 generator

found in the experiments. It also givesthe bounding functions 4d and 239¡ d for
convenience.The following observations can be made:

² The tree width at depth d matches the predicted value of min(4d; 239¡ d)
surprisingly well.

² In the widest part of the tree (d = 14), the actual number of nodes is
smaller than the predicted upper bound, which was to be expected.

² In the lowest part of the tree (d > 34), the actual number of nodesis larger
than predicted by the function 239¡ d. This is due to the fact that for the

1For simplicit y's sake, we ignore the fact that only 5
8 ¢240 inner states are actually possible.
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A5/1 generator, there is a chance that several inner states map onto the
sameoutput sequence,i.e., assumption 4 doesnot hold for high valuesof
d. This, however, doesnot a®ectthe performanceof the algorithm, since
the running time is almost exclusively determined by the widest part of
the tree.

In our experiments, an average of 1:758 inner states that produce the same
output were found. Judging from the empirical data as given in table 9.3, it
seemsthat the probabilit y of an output stream (generatedfrom a random seed)
having m generatingkeysis approximately 2¡ m for small valuesof m. Whether
or not this assumption is correct and whether or not it also holds for the full
version of A5/1 remains an open problem.

equivalent keys 1 2 3 4 5 6 7
frequency 64 33 17 2 3 - 1

Table 9.3: Frequencyof equivalent keys for 40-bit A5/1 generator

9.4 Other generators

In this section, someother generatorsfrom the literature will be reviewed and
somedos and don'ts when using the above attack and the associated technique
for upper bounding the e±cient key length will be pointed out.

Alternating step generator: As a ¯rst example, consider the alternating
step generator [57]. The generator consistsof three LFSRs C, A and B . For
each clock t, the output ct of LFSR C is determined. If ct = 0, clock LFSR
A, elseclock LFSR B . Finally, add the current output bit of LFSRs A and B
(modulo 2) and append it to the output stream.

Noting that there are only two options for the clock control, it follows that
log(k) = log(2) = 1 and thus w = l=2. Consequently , there is an absolute
upper bound of 0:5l bit on the e±cient key sizeof this kind of generator. This
holds independently of the the choiceof all other paramters. In particular, while
increasing the length of LFSR C at the expenseof LFSRs A and B improves
protection against simple LCT attacks, this measureremains uselessagainst
dynamic LCT using clock control guessing.

Stop-and-go generator: The f 0; 1g-clocked generator(also denotedasstop-
and-go generator [8]) consists of two LFSRs C and A, where the output bit
is taken as the least signi¯cant bit of LFSR A. While LFSR C is clocked
regularly and outputs c0; c1; : : :, LFSR A is clocked i® ct = 1. As a consequence,
the output sequencey has a probabilit y of 3=4 that the condition zt = zt ¡ 1

holds. Thus, certain output sequencepre¯xes are much more likely than others,
contradicting property 4. Thus, even though the clock control guessingattack
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can be implemented against the stop-and-gogenerator, the estimate cannot be
usedwithout further thought.

f 1; 2g-clo cked generator: Simply by changingthe clocking deliveredby LFSR
C to f 1; 2g instead of f 0; 1g while leaving the rest of the designunchanged,the
output anomaly of the stop-and-gogeneratordisappears. Sincethe behaviour of
the clock control can be described asfor the alternating step generatorand since
there are only 2 possiblebehaviours of the clock control, the upper bound for
the e±cient key length of the step1-step2generatormust be 0:5 l , independently
of the individual parameters.

[1..D]-decimating generator: More generally, a generator might pick some
bits from LFSR C and interpret them as a positive number » 2 f 1; : : : ; Dg.
Then, register A is clocked » times before delivering the next output bit. Such
a generator is called [1..D]-decimating generator [55]. If it meetsconditions 1-4,
a clock control guessingattack is possibleand has an e±cient key length of at
most log (D )

log (D )+1 l bit.

Cascade generator: A [1..D] decimating generatorcanbe further generalised
by turning it into a cascade,using s LFSRs X 1; : : : ; X s instead of just 2. In
[55], Gollmann and Chambers describe somepossibleconstructions for cascade
generatorsobtaining good statistical bitstream properties.

A typical example is a cascadeof stop-and-gogeneratorswhere the output
bit of LFSR X i controls the clocking of LFSR X i +1 and is also added to the
output of LFSR X i +1 . Since the basic clock-control mechanism (stop-and-go)
meetsconditions 1-3, the cascadegenerator can be attacked using clock control
guessing. Since the cascade(as opposedto the simple stop-and-go generator)
meetsassumption4, the above technique can be usedto derive an upper bound
on the e®ective key length. Note that there are k = 2s¡ 1 possiblebehaviours
for the clock control, yielding log(k) = s ¡ 1 and an e±cient key length of at
most s¡ 1

s l .
Note that this is not identical to the naÄ³ve LCT attack of guessingthe

contents of the uppermost s ¡ 1 registersand deriving the content of the lowest
LFSR from the output stream. This naÄ³ve attack has computational cost in
the order of O(2l ¡ l X ), where lX is the length of the ¯nal LFSR. If lX < l

s , the
clock control guessingattack will usually be more e±cient than the simple LCT
attack.

Shrinking generator: Note that the shrinking generator, too, can be viewed
asa clock-controlled generator,whereregister A is clocked oncewith probabilit y
1=2, twice with probabilit y 1=4 a.s.o. beforeproducing onebit of output. Thus,
the number of possibleclock control behaviours is rather large (up to lC di®erent
possibilities), the property 3 is violated, and the attack is not applicable in
a straightforward manner. In this case, the bit guessingattack presented in
chapter 8 seemsto obtain better results.
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9.5 Conclusions

Design recommendations: We have shown that while running time esti-
mates for dynamic LCT attacks against generalPRGs are not easily found, an
upper bound can be given for a classof clock-controlled generators. Most gen-
erators proposedin the literature that belongto this classhave rather simplistic
clock control rules, often yielding k = 2 and thus cutting the e±cient key length
down to l=2 without any further analysis. If this is not acceptable,any of the
following designchangesincreasesresistanceagainst our attack:

² Increase the number of possible behaviours for the clock control. As a
consequence,the search tree expands rather rapidly, making the search
more di±cult.

² Choosea non-linear function for the clock control.

² Choosea non-linear function for the output bit extraction.

The LILI generator: A generic example of a clock-controlled pseudoran-
dom generator that can be designedto follow all of those designcriteria is the
LILI generator [113]. The generator consistsof two LFSRs C and A, where C
determines the clock control and A the output. The clock control ct is deter-
mined from the inner state of LFSR C by a bijective function f c : f 0; 1gm !
f 1; : : : ; 2m g, and the output bit yt is computed from the inner state of LFSR A
using a Booleanfunction f d : f 0; 1gn ! f 0; 1g. If the valuesm and n are chosen
large enoughand if the functions f c and f d are non-linear, the generatorshould
be safefrom clock control guessingattacks2.

As mentioned before,however, security against oneclassof attacks doesnot
necessarilyimply security of the generator in general. In the caseof the LILI
generator,correlation attacks proved to be fatal [65], asdid time-memory trade-
o®attacks [2, 105]. In way of a conclusion,note again that good cipher designs
have to resist all known cryptanalytic techniques, with clock control guessing
being just one of them.

2The mapping f c (x1 ; : : : ; xk ) = 1 + x1 + 2x2 + : : : + 2k ¡ 1xk that was prop osed by the
authors is easily modelled using linear equations. This should not be a problem, as long as
the other design criteria are met. For paranoia's sake, however, a non-linear permutation
might be considered instead.
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Part IV

The Role of the Inner State
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Chapter 10

Deplo ymen t of PR Gs in
Stream Ciphers

10.1 Motiv ation

Seed and key, revisited: So far, when considering a pseudorandomgener-
ator, it was assumedthat the seedS0 was equal to the key k (seesection 3.1).
There are, however, a number of reasonswhy for practical ciphers, seedand key
are di®erent concepts:

² Remember from section 2.1 that in most cases,senderand receiver want
to exchange more than one messagebefore exchanging new keys. When
using a PRG, this meansthat two messagesm, m0 would be encrypted to
ciphertexts c, c0 using the samePRG output stream z. In this case,the
following property holds for all i = 0; 1; : : ::

ci © c0
i = (mi © zi ) © (m0

i © zi )

= mi © m0
i

In other words, the bitwise sum of the ciphertexts equalsthe bitwise sum
of the plaintexts, enabling the attacker to mount a ciphertext-only attack
using the plaintext statistics. In order to prevent such a scenario,the seed
S0 is computed not only from the key k, but also from a so-callednonce
value1. This value is publicly known, but changesfor every messagewhich
is to be transmitted.

² An alternativ e solution would be for both sender and receiver to mem-
orise the current inner state Si after transmitting messagem, resuming
encryption with state Si +1 for the subsequent messagem0. In practice,
however, designersfacethe so-calledsynchronisation problem: When bits
are lost or replicated in transmission, senderand receiver obtain di®erent

1Nonce stands for a \n umber used once", cf., e.g., [33], p. 72.
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Figure 10.1: General model of a pseudorandomgenerator

values for the counter i . In order to restore synchronisation, the PRG
is reset to an initial value after a certain number of bits. Thus, keeping
an ongoing counter i over a longer period is not a viable option; instead,
frequent re-initialisation with varying seedvalues is necessary.

² Another advantage of separating key and seed for practical systems is
the possibility to choosebetweendi®erent key lengths. In somecountries,
limits on the allowable key sizesexist, forcing cryptographic products that
are exported to di®erent countries to support di®erent key sizes. In this
case,it is advantageousif the PRG (including the seedsize) is the same
for all products, while the key sizecan be chosenas desired.

² Finally, the security of a PRG-basedencryption schemecan be improved
by choosing the seedsizelarger than the key size. This will be elaborated
on in section 11.2.

10.2 Extending the basic mo del

Basic mo del: Remember the model of a PRG from section 3.1. In a slight
modi¯cation of the initial description, the generator is now allowed to produce
w bit of output at once. In addition, a set S of valid inner states is de¯ned,
yielding a PRG G with the following components (see¯gure 10.1):

(a) An inner state Si 2 S with S µ f 0; 1gn ,

(b) an update function f : S ! S that modi¯es the inner state with each clock,
and

(c) an output function g : f 0; 1gv ! f 0; 1gw , w · v · n, that usesthe inner
state to compute w output bits with each clock.
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Deplo ymen t in stream ciphers: A stream cipher is an encryption scheme
whereeach block of plaintext is encrypted in a time-dependendfashion, i.e., the
method usedto encrypt m i di®ersfrom the method usedfor m i +1 . Obviously,
adding the output of a PRG bitwiseto the plaintext is a simple form of a stream
cipher. More generally, when using a PRG in a stream cipher, the following
additional components are required:

(A) A secretkey k 2 f 0; 1gl that is not necessarilyidentical to the seedS0,

(B) an initialisation function h : f 0; 1gl £ f 0; 1gm ! S that derivesthe seedS0

from the key k and an m-bit noncevalue N , and

(C) the xor-function © : f 0; 1gw £ f 0; 1gw ! f 0; 1gw which adds the PRG
output bitwise modulo 2 to the plaintext, generating the ciphertext2.

A ttac ker mo del: Recall from section 2.1 that the attacker knows all about
the stream cipher with the exceptionof k. In particular, apart from being aware
of the inner workings of the PRG, he also knows the initialisation function h
and the noncevalue N . For a rigorous analysis, N is often even assumedto be
under the control of the attacker, i.e., he may chooseany value for N and can
obtain someoutput bits generatedby the PRG under N and the unknown key
k.

In section3.1, the attacker wasconsideredsuccessfulif he either reconstructs
the set M 0 of consistent messages(prediction attack) or the set K 0 of consistent
keys (key reconstruction attack). If f zi 1 ; : : : ; zi s g is the set of known output
bits and Gi (S0) denotesthe i -th output bit of the generator G initialised with
seedS0, thesede¯nitions have to be adjusted as follows:

z0 2 Z 0 , z0
i = zi 8i 2 f i 1; : : : ; i sg and 9k0 2 K : G(h(k0; N )) = z0

k0 2 K0 , Gi (h(k0; N )) = zi 8i 2 f i 1; : : : ; i sg

In addition, the attacker will also be consideredsuccessfulif he can reconstruct
the set S0 of consistent seedvalues,which is de¯ned as

S0 2 S0 , Gi (S0) = zi 8i 2 f i 1; : : : ; i sg and 9k0 2 K : h(k0; N ) = S0 .

This type of attack is denoted as state reconstruction attack. Note that the set
S0 is smaller than the set of all seedvalues producing zi 1 ; : : : ; zi s , which may
or may not be an advantage when cryptanalysing the stream cipher. Also note
that ¯nding K0 implies ¯nding S0, which in turn implies ¯nding Z 0.

Distinguishing attac ks, revisited: Remember from section 2.2.2 that in
the asymptotical security model, an attacker is consideredsuccessfulif he can
distinguish the encryption function from a truly random function with signif-
icant probabilit y. Applying this concept to a PRG-based stream cipher, an

2 In fact, other functions lik e addition modulo 2w are also possible, but rarely used.
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attacker would be successfulif he can tell a random bit stream apart from an
output stream generatedby the generator.

In the asymptotical model, a distinguishing attack is equivalent to a predic-
tion attack [123].3 Transferring the concept into the empirical security model
is possible, but not all distinguishers running in less than 2l steps imply the
existenceof an e±cient prediction algorithm.

As a consequence,the practical relevance of distinguishing attacks against
stream ciphers is disputed [99]. Nonetheless,a successfuldistinguishing attack
may indicate a weaknessof the stream cipher under consideration. For this
reason,security against distinguishing attacks will be required from the stream
ciphers consideredin the next sections.

10.3 Outlo ok

Problem statemen t: While a large body of literature exists on the design
of pseudorandomgenerators (cf. [103, 60], or chapters 2-6 of this thesis), the
deployment of a PRG asa stream cipher is lesswell researched. Only few guide-
lines exist for the choice of important parameters like key length, inner state
size, or the number of bits produced before re-keying. The sameuncertainty
exists with respect to the initialisation function h.

The consequencesin practical stream cipher design are twofold. On one
hand, an increasing number of stream ciphers is broken not by attacking the
PRG, but by attacking the initialisation function (e.g., RC4 asusedin the WEP
protocol [116], or A5/1 from the GSM standard [32]). There exist a few gen-
eral attack techniques against weak setup functions for stream ciphers (e.g.,
resynchronisation attacks [27, 52]), but no designcriteria for good initialisation
functions. Considering recent research progresson related key attacks for pseu-
dorandom functions (see[9] and subsequent work), more problems for stream
ciphers designedin an ad-hoc manner are to be expected in the future.

On the other hand, whena cipher is successfullyattacked, a commonsolution
is to changethe parameterswhile keepingthe generaldesign intact. Examples
include increasing the inner state size (e.g., for LILI-I I [20]) or decreasingthe
security level (e.g., for Sober-128[58]). For someciphers, hugesecurity margins
for the parametersare usedin the ¯rst place(e.g., more than 33,000bit of inner
state for SEAL [98]), making the streamcipher unsuitable for resource-restricted
applications.

The role of the inner state: The remaining contents of part IV are taken
from [130, 131]. They considerthe construction of a stream cipher from a PRG
and a matching initialisation function. Note that the inner state of the cipher
forms the interface between those two primitiv es. While a large inner state is
advantageousfor the security of the PRG, it makesthe task of the initialisation

3 If the generator output can be predicted, it can obviously be distinguished from random.
If distinguishing is possible, the next bits can be guessedand checked for correctness using
the distinguisher.
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algorithm more di±cult. Thus, the inner state should be chosen as large as
necessary, but as small as possible.

The goal of chapter 11 is to improve the understanding of the necessity and
the limitations of the inner state. To this end, a formal de¯nition of the inner
state size is given in section 11.1, along with an illustration why such a de¯ni-
tion is not as trivial as it may seem. Section 11.2 discussesthe cryptographic
relevanceof inner states, giving lower bounds on the minimum sizeas well as a
construction for a securestream cipher when inner state sizeand initialisation
time are not critical. The chapter is concluded by section 11.3, highlighting
someof the disadvantagesassociated with allowing such large inner states.

In chapter 12, a designcriterion denotedase±cient inner state size is intro-
duced which measuresthe contribution of the inner state sizeto the security of
the stream cipher. After a formal de¯nition is given in section 12.1, a number
of practical stream ciphers is surveyed (section 12.2). The results are compared
(section12.3), leading to the conclusionthat not unexpectedly, large inner states
do not make strong stream ciphers as long as the underlying PRG is crypto-
graphically weak.
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Chapter 11

On the Role of the Inner
State Size

11.1 De¯ning the inner state size

11.1.1 Problem illustration

Surprisingly, de¯ning the sizeof the inner state is not as trivial as it may seem.
Consider the following examplesas an illustration.

SOBER-128: This nonlinear ¯lter generator proposedby Hawkes and Rose
[58] is an almost ideal case.The inner state consistsof

² an LFSR with 17 words taken from GF(232),1 producing an m-sequence
with period 2544 ¡ 1, and

² a key-dependendconstant of 32 bit length.

Assume that the cipher is used with a large key (l À 32) and a nonce value.
In this case, for all inner states S with the exception of the all zero LFSR
assignments, there exists a key k, nonce value N , and count i such that S0 =
h(k; N ) and f i (S0) = S. Thus, there is little doubt that the inner state size is
576 bit.

RC4: The algorithm that is generally assumedto be Rivest's RC4 generator
[75] takes somemore thought. At ¯rst glance, the 8-bit version usesan inner
state table that consistsof 256 bytes, along with two 8-bit variables, yielding
an inner state of 2048+ 16 = 2064bit.

1Note that while in section 3.2, LFSRs were de¯ned over GF(2), a theory exists to construct
m-LFSRs over any ¯nite ¯eld (see, e.g., [73, 100]).
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However, this table is used to store permutations over Z256, which reduces
the number of possible table states to 256! ¼ 21684 . Thus, it could be argued
that the inner state is about 1684+ 16 = 1700bit long.

If, however, the size is de¯ned by the number of states that can actually
be attained, things get even more complicated. The initial values of the 8-bit
variables are key-independent, and it was demonstrated by Finney [35] that an
easily characterisedclassof inner states can never occur. Thus, the inner state
size lies somewherebetween 1684 (derived from the number of valid starting
states) and 1700(derived from the number of representable states), wherenone
of the bounds is tight.

SEAL 3.0: The generator proposedby Coppersmith and Rogaway [98] uses
two di®erent kinds of inner states. On onehand, there are 8 32-bit variablesand
12 counter bits that change constantly over time. Since they can in principle
attain all possiblevalues, they contribute 268 bit to the inner state size.

On the other hand, however, the algorithm useshuge lookup tables R, S
and T with a total size of 32,768 bits. These tables are generated from the
160-bit key and a 32-bit nonce using a hash function in counter mode.2 Since
they are never modi¯ed during output stream generation, only 2192 di®erent
assignments to the tables are possible. One might be tempted to state that the
tables contribute only 192 bit to the size of the inner state, but then again,
no e±cient algorithm is known that distinguishesa valid table setting from an
invalid one. This meansthat in practice, a possibleattacker facesthe full state
spaceof 33,036bits.

Adding to the conceptional confusion, one table contains values that are
used only once during the encryption process. Thus, given enough processing
time, the corresponding entries could be calculated as need arises, making it
possibleto replacea 8; 192bit table by a simple 6-bit counter in an algorithmic
implementation. This raisesthe question of whether or not the inner state size
is reduced, too.

11.1.2 Autonomous ¯nite state machines

A naÄ³ve candidate for the inner state size is the length n of the inner state
representation, as described in section 10.2. There is, however, the obvious
problem that the samegeneratormay be represented in di®erent ways, yielding
di®erent valuesof n depending on the concrete implementation.

Instead, in order to derive a unique de¯nition of the inner state size,consider
an autonomous¯nite state machine (AFSM) implementing the generator. Such
an AFSM consistsof a set S of inner states, and for each inner state S 2 S,
there exists

² a transition rule that de¯nes the next state f (S) for S, and

² a label de¯ning the output g(S) generatedfrom S.

2For de¯nitions, seeany textb ook on cryptograph y, e.g., [86].
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In addition, each ¯nite state machine needsa set S0 of valid starting states.
Note that there existsan in¯nite number of AFSMs describinga given gener-

ator. In particular, the sizeof the AFSMs (i.e., the number of inner states) can
vary arbitrarily . Thus, in order to ¯nd a unique value for the number of inner
states, the notion of the minimal AFSM describing the generator is intro duced.

An AFSM is said to generatean (in¯nite) output sequencez = (z0; z1; : : :) if
there exists a starting state S0 2 S0 such that zi = g(f i (S0)) for all i = 0; 1; : : :.
Two AFSMs A and B are said to be equivalent if all (in¯nite) output sequences
produced by A are also produced by B , and vice versa. As a consequence,all
AFSMs that describe a given PRG are equivalent. An AFSM is said to be
minimal if no equivalent AFSM of smaller sizeexists. Thus, if a minimal AFSM
for a given generator can be found, its sizeyields the minimal number of inner
states required to implement the generator.

11.1.3 Valid starting states

The sizeof a minimal AFSM for a given generatordependson the set S0 of valid
starting states. Consider,asa toy example,a 2-bit versionof the RC4 generator,
where the inner state consistsof two 2-bit variables and a table representing a
permutation over f 0; 1; 2; 3g.

1. If all assignments to the two 2-bit variablesareallowedand all assignments
to a 4 £ 2-bit table as initial states, then the minimal AFSM has 24+8 =
4096inner states, all of which are starting states.

2. If all assignments to the variables are allowed, but the table entries are
restricted to correct permutations, the minimal AFSM will have 24 ¢4! =
384 inner states, all of which are starting states.

3. If the variables are initialised to zero (as we should for a correct RC4
implementation), there are only 4! = 24 starting states left, and exactly
24 states are no longer reachable. Thus, the size of the minimal AFSM
drops to 360.

4. If the initialisation function h and the key length l are taken into account,
the number of starting states may even be smaller, which in turn may or
may not a®ectthe sizeof the minimal AFSM.

Note that the inner state size should depend only on the PRG. Thus, the ini-
tialisation function must not be consideredwhen de¯ning S0, discarding case
4. However, what should be known is the interface between the PRG and the
initialisation function: A set of conditions that the output of any initialisation
function must meet in order to guarantee the correct working of the generator.
In the caseof 2-bit RC4, those conditions would be the onesdescribed in case
3: Both variables must be set to zero, and the table must contain an arbitary
permutation over f 0; 1; 2; 3g.
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11.1.4 Final de¯nition

Basic mo del, extended: A PRG consistsof an inner state spaceS, an up-
date function f , and an output function g, as described in conditions (a) to (c)
in section 10.2. However, it must also have an additional component, namely

(d) a Boolean predicate C : S ! f 0; 1g, such that an inner state S is a valid
starting state i® C(S) = 1.

Analogously, condition (B) in section10.2must be correctedsuch that a stream
cipher contains

(B) an initialisation function h : f 0; 1gl £ f 0; 1gm ! S that derivesa starting
state S0 from the key k and an m-bit noncevalue N , such that C(S0) = 1.

Inner state size: Given the above de¯nitions of a PRG, a (minimal) au-
tonomous ¯nite state machine and its size, the unique inner state size of the
generator can be de¯ned as follows:

De¯nition 2 Let G be a PRG as de¯ned above, and let A be a minimal AFSM
implementing G. Then the inner state size of the generator G is de¯ned as
n̂ := dlog(jAj)e, where jAj is the number of inner states of A.

Note that for many generators, only an upper bound on the inner state
size can be given. Only in a few cases(lik e LFSR), it can be proven that all
presumedinner states are actually reachable from a valid starting state.

11.2 Adv antages

11.2.1 The necessity of large inner states

Remember that l denotesthe key length, n̂ the inner state sizeand n the length
of the inner state representation (n ¸ n̂). For most practical stream ciphers, it
can be observed that n > l holds. In this subsection,it will be shown that this
is in fact a necessarycondition for securestream ciphers.

First lower bound: The main design goals of practical stream ciphers are
security and e±ciency. In order to achieve the e±ciency goal, the functions f , g
and h are chosento be assimple aspossible. In particular, g : f 0; 1gv ! f 0; 1gw

is often constructed such that w · v < minf l ; ng.

Lemma 1 Let the output function g depend on v < l inner state bits and let
the output be balanced. Then the PRG cannot be secure if n < l + w.
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Pro of: For such a generator,a guess-and-verify attack can be developed: The
attacker guessesall v bits of the inner state representation that are input to
g (since v < l, this is feasible in our attack model). He then veri¯es whether
the output of g matches the observed value z0. Since g is balanced, only 2¡ w

of all assignments meet this criterion, strongly reducing the search space. The
attacker can now mount a complete search over the remaining assignments,
yielding an attack in 2n ¡ w steps. If n < l + w, this attack would be more
e±cient than brute force search over the key spaceof the stream cipher. 2

Sincethe value n dependson the implementation and is thus not under the
control of the cipher designer,the inner state sizemust be chosensuch that the
above attack becomesinfeasible for all implementations.

Corollary 1 If v < l , a necessarycondition for a secure PRG is n̂ ¸ l + w.

Note that for many ciphers, this attack can be extended using a backtracking
approach like the onedescribed in part I I I, yielding an even greater lower bound
on the minimum sizeof the inner state.

Second lower bound: The requirement for a large inner state gets even
stronger if the attacker has a large amount of output bits at his disposal. In
this case,time-memory-data tradeo®attacks asdescribed in section5.5 have to
be taken into account, as follows.

Lemma 2 Let L be the number of output bits available to the attacker. Then
the PRG cannot be secure if n < l + log(L ).

Pro of: A general time-memory-data tradeo®for w = 1 works as follows:

² Precomputation phase: The attacker draws a large sample (say, 2l ¡ ² ) of
inner states at random from S. For each samplestate Si , the generator is
run to produce an l-bit output zi . The tuple (zi ; Si ) is stored in a table,
indexed by zi .

² Attack phase:The attacker segments the known output streaminto roughly
L overlapping frames ~zj of l bits3. For each frame, he checks whether ~zj

is contained in the table, and if yes,he extracts the inner state S.

By the birthday paradox, there is high probabilit y for a collision between the
set of sampleszi in the table and the set of observations ~zj in the output stream
if 2l ¡ ² ¢L ¼ 2n . Since this attack requires 2l ¡ ² precomputations and L table
lookups, it is feasiblefor the attacker if n ¼ l + log(L ) ¡ ², where ² is small.
Note that this proof can be generalisedfor arbitrary valuesof w by using frame
lengths that are multiples of w, yielding the sameresult. 2

Again, the cipher designercannot control n, but only the inner state sizen̂.
Remembering that an attacker who is restricted to 2l operations can read at
most L = 2l output bits, the following lower bound is obtained:

3To be exact, there are L ¡ l + 1 such frames.
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Corollary 2 If the generator produces arbitrarily large output streams, a nec-
essarycondition for a secure PRG is n̂ ¸ 2l .

11.2.2 A generic construction

We have seenthat for e±cient and securestream ciphers, the inner state size
n̂ must be strictly larger than the key size l . An obvious question is: What
happensif n̂ is increasedeven further? It can be shown that a large inner state
can be usedto make up for the de¯cienciesof a relatively weak PRG design. To
this end, a cryptographic primitiv e denotedaspreimageresistant hash function
can be used.

De¯nition 3 [86] A hashfunction H n : f 0; 1g¤ ! f 0; 1gn is said to be preimage
resistant if given a value y 2 f 0; 1gn , it is infeasible to ¯nd a value x 2 f 0; 1g¤

such that Hn (x) = y.

Constructing the stream cipher: Let H = f H n j n 2 Ng be a family of
preimageresistant hashfunctions H n : f 0; 1g¤ ! f 0; 1gn . Let G = f Gn j n 2 Ng
be a family of PRGs with n = n̂.4 Furthermore, let the generator be such that
the mapping from state spaceto the ¯rst n output bits is bijective. Finally,
assumethat there exists a known parameter c, 0 < c < 1, such that for any
generator Gn 2 G and given n bits of output stream, predicting additional
output bits will require at least 2cn computational steps for all but O(1) cases.

Given these building blocks, a stream cipher with security level l can be
constructed as follows. First, n is chosen such that c ¢n > l, and use Gn

as PRG. The n bits of inner state for generator Gn are initialised using the
matching hash function H n : f 0; 1gl £ f 0; 1gm ! f 0; 1gn .

Securit y against key reconstruction: It can be shown that such a stream
cipher is secureagainst inversion attacks, as long as no assumption about Gn

and Hn is violated.

Lemma 3 If for the stream cipher (Gn ; Hn ), the key can be reconstructed in
lessthan 2l steps,then the hashfunction H n can be inverted in lessthan 2l + n
steps.

Pro of: Assumethat there exists an attacker A who, given the description of
(Gn ; Hn ) and at least n bit of cipher output z, can reconstruct the key in less
than 2l steps. Then an inverter A0 can be constructed who, given a valid output
y of the hash function H n , ¯nds a corresponding input x such that H n (x) = y.

² A0 runs the PRG on inner state representation y, producing n bit of cipher
output z = Gn (y).

4Many PRGs are of that kind, e.g., most generators based on the principles described in
section 3.3.
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² A0 invokesA with input z and obtains a key k with Gn (Hn (k)) = z.

² A0 outputs k.

Note that k meets the condition Gn (Hn (k)) = z. Since Gn is injective, there
exists only one intermediate value y with Gn (y) = z, implying that H n (k) = y.
Thus, A0 has inverted the hash function, using 2l + n computational steps. 2

Securit y against prediction: Analogously, it can be shown that the stream
cipher is secureagainst prediction attacks, as long as the output of PRG Gn

cannot be predicted in less than 2cn computational steps in all but a small
number of cases.

Lemma 4 Let Hn such that for all x; y 2 f 0; 1gl , it holds that Hn (x) 6= Hn (y).
Then if the stream cipher (Gn ; Hn ) can be predicted with probabilty p in less
than 2l steps, then the PRG Gn can be predicted with the sameprobabilty p in
lessthan 2l stepsin at least 2l out of 2n cases.

Pro of: Assumethat there exists an attacker A who, given the description of
(Gn ; Hn ) and output bits (z0; : : : ; zn ¡ 1), canpredict output bits (zn ; : : : ; zn + d¡ 1)
correctly in lessthan 2l steps. Then a trivial predictor A0 can be constructed
who, given a valid output (z0; : : : ; zn ¡ 1) of Gn , can predict the subsequent out-
put bits (zn ; : : : ; zn + d¡ 1) in at least 2l di®erent cases.

² A0 runs A on input (z0; : : : ; zn ¡ 1) and obtains bits (zn ; : : : ; zn + d¡ 1).

² A0 outputs (zn ; : : : ; zn + d¡ 1).

Note that due to the injectivit y of Gn , (z0; : : : ; zn ¡ 1) was generated from a
unique starting state S0. For the analysis, we have to distinguish two cases:

(a) If S0 is a possibleoutput of H n , the sequence(z0; : : : ; zn ¡ 1) is a correct
output of the stream cipher (Gn ; Hn ). Thus, if A predicts correctly for
the stream cipher, A0 predicts correctly for the generator.

(b) If, however, no key k exists such that H n (k) = S0, the behaviour of A
(and thus of A0) is unde¯ned - the prediction may or may not be correct.

In any case,the running time of A0 is identical to the running time of A, yielding
an e®ort of less than 2l steps. Note that the algorithm is always right if case
(a) occurs, yielding a correct prediction in at least 2l (out of 2n ) cases. 2

11.3 Disadv antages

In fact, practical stream ciphersoften usea relatively weakPRG and rely on the
inner state sizeand the initialisation function for security. Sinceconstructing a
cipher in the above way is tempting, why not use it as a generaldesignrule?
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With all their advantagesasdemonstrated in section11.2, large inner states
also have a number of drawbacks:

1. Memory is not for free. While on a modern PC, su±cient memory should
be available for all reasonablePRG designs,other platforms like encryp-
tion hardware, smartcards, sensornetworks, or RFID transponders may
require a more economicaluseof resources.

2. Cryptographic memory must be protected from observation (both on gen-
eral purpose and specialised hardware). Thus, an increase in memory
sizeincreasesthe options of an attacker, e.g., for side-channel attacks (see
[69, 70] and subsequent work).

3. As mentioned in section 10.1, most stream ciphers are frequently re-
initialised. This can be due to synchronisation problems, but also for
cryptographical reasons.5 Thus, initialisation should be fast, which gets
increasingly di±cult with growing inner state size.

4. On the other hand, initialisation should be secure,i.e., a good mixing of
key and nonce into the starting state should be obtained. This, too, is
di±cult to obtain if the inner state is large.6

As a consequence,the inner state sizeshouldbeaslargeasnecessary(seesection
11.2), but at the sametime as small as possible. To this end, in the following
chapter, a new measureof security will be intro duced, and some PRG-based
stream ciphers will be surveyed with respect to the inner state sizerequired to
obtain practical security.

5Remember that once the number of subsequent output bits available to the attac ker gets
large, most PRGs become vulnerable to a wide range of cryptanalytic techniques, lik e time-
memory-data tradeo®s, correlation attac ks, or algebraic attac ks.

6This line of research was pointed out by W. Meier [80].
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E±cien t Inner State Size

12.1 De¯nition

In chapter 11, it was shown that the inner state sizeshould be

a) large enoughto guarantee security of keystream generation, but

b) small enoughto allow for e±cient and secureinitialisation.

It was also discussedthat for a generator to be secure independently of the
number of output bits produced, an inner state size of 2l bit is necessaryif a
security level of l bit is to be obtained. As with all lower bounds, however,
this doesnot prove that securegeneratorsof inner state size2l can actually be
constructed. On the other hand, no keystreamgeneratorof sizen̂ < 2l hasbeen
proven to be secureagainst a system-theoreticattacker. Thus, there is no upper
bound on the necessaryinner state size.

We can, however, survey a number of proposedPRGs and known attacks,
giving us an indication of what inner state sizeshave led to what security levels.
Note that practical generators tend to be designedfor ¯xed key lengths and
inner state sizes.For the samereason,the computational e®ort for the attacks
is a ¯xed value instead of being a function in l . Thus, in order to make di®erent
generatorscomparable,a security measurement is required that is independent
of the actual key and inner state size.

De¯nition 4 Let G be a PRG, and let A be the best known attack against G.
The e±cient inner state sizeof G is a number ¾2 R suchthat executing A takes
as many computational stepsas a brute force search over 2¾ starting states of
G.1 The quotient ° = ¾=n̂ is denoted as the inner state e±ciency and is a
measure for the quality of the PRG G.

1Note that the e±cien t inner state size is de¯ned in analogy to the so-called e±cien t key
size. An encryption system has e±cien t key size ¿ if the best known attac k has a work e®ort
equivalent to a brute force search over 2¿ keys.
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12.2 Surv ey of ¯elded generators

In the following, the inner statesand best known attacks for a number of PRGs
are discussed.Note that as with the examplesin section 11.1, no full descrip-
tion of the generatorsis presented, but a referenceto the speci¯cation is given
instead. Also note that as opposed to the PRGs mentioned in parts I to I I I
of this thesis, not all generatorsdiscussedhere are basedon LFSRs. Finally,
observe that all PRG proposalsunder consideration are at least 3 years old in
order to allow sometime for cryptanalysis.

For most generators, the inner state can be subdivided into a linear part
(i.e., the update function is linear), a nonlinear part, and key-dependent S-boxes
which may or may not be bijective.2

A5/1: This stream cipher is part of the GSM mobile phone standard, its
details were reverseengineeredby Briceno et al. [15]. As can be seenfrom the
description in section 9.3, its inner state consistsof LFSRs with a total length
of 64 bit. Sinceall initial assignments to theseregisters are possible,the inner
state size is indeed 64 bit.
Numerous attacks have beenproposedagainst the full A5/1 stream cipher, all
taking into account that in practice, only a small number of output bits is
available to the attacker [48, 12, 10, 97, 128]. If, however, an arbitrary amount
of output bits is available, the generictime-memory-tradeo®attack asdescribed
in section 5.5 is most e±cient, yielding ¾= 32.

E0: This cipher encrypts data in the Bluetooth communication standard [14].
Its inner state is composedof a 128 bit linear part and an additional 4 bit of
memory to destroy the linearit y.
Currently , an algebraic attack proposedby Courtois [24] using equationsdevel-
oped by Armknecht and Krause [1] is the most e±cient method of cryptanalysis
published, requiring roughly 249 computational steps. Note, however, that the
attack requiresmore consecutive output bits than the cipher producesbetween
two re-initialisations. Thus, while it successfullyattacks the PRG, it does not
endangerthe security of the Bluetooth standard itself.

Leviathan: This cipher wasproposedby McGrew and Fluhrer [79] asa contri-
bution to the NESSIE competition. 3 Its inner state consistsof a 48-bit counter
and 4 permutation tables over f 0; 1g8. Thus, the overall inner state size is
48+ 4 ¢1; 684= 6; 784 bit.

2A substitution box (or S-box) in cryptograph y implements a nonlinear mapping. For an
intro duction on the design of S-boxes, cf., e.g., [28].

3NESSIE stands for \New Europ ean Schemes for Signatures, In tegrit y, and Encryption"
and was a EU-funded pro ject with the objectiv e of ¯nding strong cryptographic algorithms.
The NESSIE competition started in 2000 and ended in 2003 with the announcement of the
accepted candidates. In the section \Stream Ciphers", no candidate was selected as satisfying
both security and e±ciency conditions [91].
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The best known attack against Leviathan is a distinguisher by Crowley and
Lucks [26], requiring 239 bits of output and a similar work e®ort.

LILI-128: This pseudorandomgenerator designedby Dawson et al. [29] was
also a NESSIE submission. Its inner state consists of two independent linear
states of sizes39 and 89 bit, respectively, yielding a total inner state sizeof 128
bit.
Given the construction of the cipher, a security level of 128 bit (the security
goal for the NESSIE project) wasnot achievable in the ¯rst placedue to lemma
1. As a consequence,a number of attacks on LILI-128 have been published,
the most e±cient onebeing a specialisedtime-memory attack by Saarinen[105]
that requires roughly 248 computational steps. Note that an attack proposed
by Courtois in [24] formally requires less computational steps, but needs260

output bits.

RC4 (8-bit version): O±cially , the stream cipher RC4 designedby Rivest
is still a trade secret. Nonetheless,the design presented in [75] is widely be-
lieved to be identical to RC4. As described in section 11.1, its inner state
consistsof two 8-bit state variables and a table that implements a permutation
f 0; 1g8 that changesover time. Normally, this would yield an inner state size
of 16+ 1; 684 = 1; 700 bit. However, the starting values for the state variables
are key-independent, and it was shown by Finney [35] that a fraction of 1=256
states can never be reached. Experiments on smaller versionsof RC4 seemto
indicate that the fraction of non-reachable states is even larger but still small
enoughthat 1; 700 is a good approximation of the inner state size.
Numerous attacks against RC4 have beendescribed. A particularly strong at-
tack against its PRG was proposedby Goli¶c [47] and improved by Fluhrer and
McGrew [37]. The attack is a distinguisher that requires 230:6 output bits and
a similar amount of work.

Seal 3.0: As discussedin section 11.1, the generator proposedby Rogaway
and Coppersmith [98] usesa 12 bit counter, 8 32-bit state words, and a set of
lookup tables consisting of 102432-bit words, contributing up to 32; 768 bit to
the inner state. Thus, the inner state sizeof the generator is 33; 036 bit.
While the state words are re-initialised every 26 ¢27 = 213 output bits, the
tables are re-initialised once every 219 output bits. Thus, SEAL has two ini-
tialisation functions h1 and h2, and can be considered as a stream cipher
(H ; G) = ((h1; h2); g). Note that the best known attack - a distinguisher by
Fluhrer [36] that requires rougly 243 computational steps- is only applicable if
(h2; g) is consideredas the PRG.4

4Note that the inner generator g works in the way of a a one-time pad: It masks the state
words using words from the lookup tables, none of which is used more than once. Th us, only
by observing the working of h2, the generator can be attac ked, otherwise, it would be secure
in an information-theoretical sense.
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Generator lmax n̂ ¾ °
A5/1 [15] 64 64 32.0 0.5000
Lili-128 [29] 128 128 48.0 0.3750
E0 [14] 128 132 49.0 0.3712
Sober-t32 [59] 256 576 158.0 D 0.2743
SNOW 1.0 [30] 256 576 100.0 D 0.1736
RC4 (8bit) [75] 256 1,700 30.6 D 0.0180
Leviathan [79] 256 6,784 39.0 D 0.0057
Seal3.0 [98] 160 33,036 43.0 D 0.0013

Table 12.1: Pseudorandomgeneratorsof ¯elded stream ciphers

Snow 1.0: This cipher is another NESSIE contribution, designedby Ekdahl
and Johansson[30]. Its linear part contributes 16 32-bit words to the inner
state, while the nonlinear part adds another 2 32-bit words, yielding a total
inner state sizeof 576 bit.
Amongst the attacks proposedagainst Snow 1.0, the most e±cient is a distin-
guisher by Coppersmith et al. [21], requiring about 2100 computational steps.

Sober-t32: The Sober family of streamciphersby Roseand Hawkeshasa long
genealogy, this particular candidate being another NESSIE submission[59]. As
pointed out in section 11.1, the inner state consists of 17 32-bit words and a
32-bit constant. Thus, the inner state size is 576 bit.
The most e±cient attack against full Sober-t32 is a distinguisher presented by
Babbageet al. [3], requiring 2153+5 = 2158 output bits and a similar work e®ort.

12.3 Comparison of results

From the time-memory-data tradeo® presented in subsection11.2.1. it follows
that the e±cient inner state size of all generators is restricted by n̂=2. Thus,
we have 0 · ° · 0:5 for all generators. For the generators discussedin the
last section, table 12.1 comparesthe inner state sizeand inner state e±ciency.
We denote by lmax the maximum key length of the overall stream cipher and
by ¾the most e±cient attack published against the PRG only. Distinguishing
attacks are marked by a 'D'.

For a number of reasons,such a comparisonhas to be taken with a grain of
salt, since

² running time estimatesof attacks only give a rough indication of the work
e®ort actually involved,

² older ciphers have beenanalysedfor a longer time,

² famous ciphers like RC4 have received more cryptanalytic attention than
lesswell-known designs,



12.3. COMPARISON OF RESULTS 97

² someattacks reconstruct the seedwhile others are only distinguishers,and

² someattacks require large amounts of output bits while others don't.

Nonetheless,it can be observed that the stream ciphers with particularly large
internal states have very low inner state e±ciencies. But even if comparison
is restricted to those generators that have only distinguishing attacks stand-
ing against them, ciphers with large inner states do not seemto enjoy a real
advantage over ciphers with small valuesfor n̂.

From this comparison, it seemsreasonableto assumethat valuesof ° > 0:1
should be achievable for practical pseudorandomgenerators. Note that more
recent versionsof Sober [58] and SNOW [31] exist that correct previousproblems
and have not beensuccessfullyattacked thus far. Thus, there is hope that the
inner state e±ciency can be brought up very closeto the boundary of ° = 0:5,
even for practical stream ciphers. A formal proof of this conjecture, however,
seemsto be beyond the current state of the art in cryptographic research.
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Chapter 13

Conclusion

In modern cryptography, a number of elementary building blocks like block ci-
phers,streamciphers,or hashfunctions areused. Streamciphersareoften based
on pseudorandomgenerators(PRGs) that are usedto transform a small initial
value into a long sequenceof seeminglyrandom bits. Many PRG designsare in
turn basedon linear feedback shift registers(LFSRs), which can be constructed
in such a way as to have optimal statistical and periodical properties.

In order to understand the security needsof a cryptographic building block,
it is unavoidable to delve into cryptanalysis, which is the activit y of searching
for security weaknessesof cryptographic algorithms. The underlying goal of
cryptanalysis is not destructive, but constructive: Only by improving the un-
derstanding of possibleproblems, it is possibleto proposenew designcriteria for
cryptographic systems. Thus, this thesis discussedboth construction principles
and cryptanalytic attacks against LFSR-basedPRGs.

In part I, we intro ducedthe basicnotions and conceptsrequired for the sub-
sequent chapters. In particular, we intro ducedformal models for the encryption
system and the attacker, and we gave a de¯nition of when the system can be
consideredsecure. We also discussedthe use of pseudorandomgenerators in
cryptography and their construction from LFSRs.

In part I I, we surveyed the state of the art in cryptanalysis of pseudorandom
generators. We described techniquesboth against unknown designsand against
generatorswhosespeci¯cations are known to the attacker. We updated earlier
surveys (e.g. [103]) by discussing new attacks and by adding examples and
resourceestimates.

In part I I I, we gave an in-depth discussionof backtracking attacks, a par-
ticular cryptanalytic technique applicable against LFSR-based pseudorandom
generators. After giving a general intro duction to the basic method denoted
as dynamic linear consistencytest, its potential was demonstrated against the
self-shrinking generator, and an upper bound on the running time was proven
and experimentally veri¯ed. A variant of the attack was successfullyapplied
against a whole classof clock-controlled generatorsand again, an upper bound
on the security of such generatorswas proven mathematically and con¯rmed in
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a trial implementation.
In part IV, we analysed the necessaryinner state size for pseudorandom

generatorsto be deployed in encryption algorithms. After intro ducing the nec-
essaryterminology, the inner state sizewas formally de¯ned and its advantages
and disadvantages were highlighted. In particular, lower bounds on the neces-
sary size were are obtained, and the security potential of increasing the inner
state size was demonstrated. While proving a formal upper bound is beyond
the current state of cryptographic research, a survey of ¯elded pseudorandom
generatorswas given, leading to the conclusionthat in practice, securegenera-
tors with inner state sizesvery closeto the theoretical lower bounds should be
obtainable.
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